	Contract #: {--Contract Number--}

	CMPD Alarm Registration and Management Services


	[bookmark: _Hlk531090712]Effective Date: {---Effective Date---}
	City Vendor#: {---Vendor Number---}

	[bookmark: _Hlk531090887]Between the City of Charlotte (“City”) and {---Vendor Legal Name---}, (“{---Vendor Reference Name---}”)

	[bookmark: _Hlk530487832][bookmark: _Hlk531014076][bookmark: _Hlk531090766]This cover sheet (“Cover Sheet”) and each of the attachments listed below (“Attachments”) together comprise a CMPD Alarm Registration and Management Services(the “Contract”) entered into as of the Effective Date, between {---Vendor Legal Name---} a {---Vendor State of Incorporation---} {---Vendor Entity Type---} registered to do business in North Carolina and the City of Charlotte, a North Carolina municipal corporation:

		ATTACHMENTS:
A - Purchase and Service Terms
B - General Conditions
[bookmark: _Hlk4766289]C - Price Schedule
D - Scope of Implementation Services
E - Project Schedule
F – Milestone Plan


	
G - Scope of Maintenance Services
H - License
I - Specification and Requirements 
J - Federal Contracting Terms 
K - Confidentiality Terms
L - CBI Forms





	Term: This Contract will start on the Effective Date and continue for a period of three (3) years (the “Initial Term”).
	Renewals: The City will have the option to renew this Contract for up to two (2) one-year terms by giving notice to {---Vendor Reference Name---} or by payment of an invoice during the renewal term. 

	Products and Services. {---Vendor Reference Name---} agrees to provide the products (“Products”) and perform the services (“Services”) described in the Attachments under the terms and conditions set forth in this Contract.
Compensation. The City will pay for the delivery of the Products and Services in the amounts shown in the Price Schedule. The pricing shall remain firm for the duration of this Contract, unless otherwise stated in this Contract.
Payment Cap: Notwithstanding any renewal, the City’s payment obligations under this Contract shall not exceed: {---Payment Cap---} (“Payment Cap”) absent a written amendment executed by the City.
Defined Terms: Capitalized terms used in this Contract have the meanings assigned in this Contract.
	Email invoices to: cocap@charlottenc.gov

	
	-or-
Mail invoices to the following:

	
	City of Charlotte A/P

	
	Attn:

	
	P.O. Box 37979

	
	Charlotte, NC 28237-7979

	
	Each invoice shall include the purchase order number and Contract Number and shall be accompanied by a sales tax statement or shall have the sales tax amount shown clearly, along with the invoice total, on the face of the invoice.

	Vendor Business Contact
	City Business Contact

	{---Vendor Primary Contact Name---}
	Nitaysha Greene

	{---Vendor Legal Name---}
	Contracting and Procurement

	{---Vendor Street1---} {---Vendor Street2---}
	600 East Fourth Street

	{---Vendor City---}, {---Vendor State/Province---} {---Zip--}
	Charlotte, NC 28202

	Phone: {---Vendor Phone---}
	Phone: 980-297-0569

	Email: {---Vendor E-mail---}
	Email: nitaysha.greene@charlottenc.gov 

	By signing below, the parties accept and agree to the terms set forth in this Contract.

	{---Vendor Legal Name---}
	City of Charlotte

	Signature: 	
Print Name:	
Title:	 Date: 	_
	Signature: 	
Print Name:	
Title: 	 Date:	

	RESERVED.
	


Contract #:
Vendor #:
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[bookmark: _Hlk531015450]ATTACHMENT A - PURCHASE AND SERVICE TERMS
This Attachment is incorporated into the CMPD Alarm Registration and Management Services (“Contract”) between the City of Charlotte (“City”) and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment will have the meanings stated in the Contract.
 
1. Definitions. The following terms shall have the meanings ascribed below for purposes of the Contract.
1.1. Acceptance: Refers to receipt and approval by the City of a Deliverable or Service in accordance with the acceptance process and criteria in the Contract.
1.2. Company Software: Refers to mean all pre-existing software owned by {---Vendor Reference Name---} or any of its “Related Entities” which {---Vendor Reference Name---} provides or is required to provide under this Contract, and all Updates and Enhancements to the foregoing. The term "Related Entity" shall mean any person or entity that is directly or indirectly in control of, controlled by, or under common control with {---Vendor Reference Name---}, including but not limited to, parent, subsidiary, and affiliate entities. The word, "control," as used in this context, shall mean ownership of a sufficient percentage (not necessarily a majority) of the outstanding voting interests in an entity so as to afford effective control of the management of the entity.
1.3. Current Release: Refers to the latest version of the Software offered for general commercial distribution at a given point in time, including all Updates.
1.4. Customizations: Refers to all newly-developed software created by {---Vendor Reference Name---} and/or its subcontractors pursuant to this RFP, including but not limited to all interfaces between different components of the System and between the System and other systems. Customizations will not include Updates and Enhancements that become part of {---Vendor Reference Name---} Software.
1.5. Defect: Refers to any failure of the System or any component thereof to fully conform to the Specifications and Requirements. A non-conformity is not a Defect if it results directly from the City’s improper use or damage, unless it is reasonably likely that such non-conformity would have occurred on that or another occasion even without the City’s improper use or damage.
1.6. Deliverables: Refers to all tasks, reports, information, designs, plans, and other items that {---Vendor Reference Name---} is required to deliver to the City in connection with the Contract.
1.7. Documentation: Refers to all written, electronic, or recorded works, that describe the use, functions, features, or purpose of the System or any component thereof, and which are published or provided to the City by {---Vendor Reference Name---} or its subcontractors, including without limitation all end user manuals, training manuals, guides, program listings, data models, flow charts, logic diagrams, and other materials related to or for use with the System.
1.8. Enhancements: Refers to any products, parts of products, improvements, additions, or materials that are not included in the Products at the time of execution of an agreement or that are subsequently developed, which modify the Products to provide a function or feature not originally offered or an improvement in function.
1.9. Maintenance Services: Refers to the maintenance services described in the Scope of Maintenance Services.
1.10. Milestones: Refers to an identified deadline for the completion of specific Services and/or the Acceptance of identified Deliverables, as specified in the Contract.
1.11. Product: Refers to all Hardware and Software, as those terms are defined herein.
1.12. Services. Refers to the services to be performed by {---Vendor Reference Name---} pursuant to the Contract.
1.13. Software: Refers to (i) all Company Software; (ii) all Customizations; (iii) all Third Party Software; and (iv) all Updates and Enhancements of any of the foregoing. Software is considered a Product under the Contract.
1.14. [bookmark: _Hlk4767814]Specifications and Requirements: Refers to all definitions, descriptions, requirements, criteria, warranties and performance standards relating to the Products or System which are set forth or referenced in: (i) the Contract; (ii) the Documentation; and (iii) any functional and/or technical specifications which are published or provided by {---Vendor Reference Name---} or its licensors or suppliers from time to time with respect to all or any part of the Products or the System.
1.15. System: Refers to CMPD Alarm Registration and Management software to be designed, supplied, installed, configured, tested and commissioned by {---Vendor Reference Name---} under the Contract, including but not limited to all Products.
1.16. System Acceptance: Refers to acceptance by the City of the complete System under the process stated in the Scope of Implementation Services attachment.
1.17. Third Party Software: Refers to all software included within the System or required for the System to function in full compliance with the Specifications and Requirements that is provided by {---Vendor Reference Name---} under the Contract and was not manufactured, developed or otherwise created by {---Vendor Reference Name---}, any Related Entity of {---Vendor Reference Name---}, or any of {---Vendor Reference Name---}’s subcontractors. The phrase "Related Entity" shall mean any person or entity that is directly or indirectly in control of, controlled by, or under common control with {---Vendor Reference Name---}, including but not limited to any parent, subsidiary, and affiliate entities. The word, "control," as used in this context, shall mean ownership of a sufficient percentage (not necessarily a majority) of the outstanding voting interests in an entity so as to afford effective control of the management of the entity.
1.18. Updates: Refers to program logic changes made by Company or its subcontractors or vendors to correct Defects in the Products and/or related Documentation delivered hereunder.
1.19. Workaround: Refers to a reasonable change in the procedures followed or data supplied to avoid a Defect that does not impair the performance of the System or increase the cost of using the System.
2. Compensation.
2.1. PURCHASE PRICE.
The City shall pay {---Vendor Reference Name---} a fixed price of [PURCHASE PRICE] (the “Purchase Price”) as full and complete consideration for the satisfactory performance of all the requirements of this Contract. The Purchase Price is allocated to the Products and Services in accordance with the Price Schedule, and shall be payable in accordance with the Milestone Plan. The amount of the Purchase Price referenced in this Section constitutes the total fees, charges and expenses payable to {---Vendor Reference Name---} under this Contract, and shall not be increased except by a written instrument duly executed by the City, which expressly states that it amends this Section of this Contract.
2.2.  PAYMENT PLAN. 
{---Vendor Reference Name---} shall invoice the City for the Purchase Price in accordance with the Milestone Plan. {---Vendor Reference Name---} shall not invoice the City for any Products or Services within a particular Milestone until all Products and Services required in connection with that Milestone have been fully delivered, completed and accepted by the City.
2.3	MAINTENANCE FEES FOR EXTENDED MAINTENANCE.
The Maintenance Services shall be provided to the City at no charge for a period of one (1) year after System Acceptance (the “Warranty Period”). After the Warranty Period, the City shall have one (1)-year options to purchase Extended Maintenance Services from {---Vendor Reference Name---} at a price as shown on the Price Schedule (the “Maintenance Fees.”) The City shall be entitled to exercise its option to buy Extended Maintenance Service for a given one (1)-year option period by: (a) providing written notice to {---Vendor Reference Name---} at any time prior to or within sixty (60) days following the beginning of such one-year option period; or (b) payment of {---Vendor Reference Name---}’s invoice for such one-year option period. {---Vendor Reference Name---} shall invoice the City for Maintenance Fees on an annual basis, but not more than sixty (60) days before the one (1)-year extended maintenance term being billed for begins.
3. Expenses.{---Vendor Reference Name---} shall not be entitled to charge the City for any travel, mileage, meals, materials, or other costs or expenses associated with this Contract.
4. Premium Rates. Unless explicitly listed in the Price Schedule, {---Vendor Reference Name---} will not charge the City at overtime, emergency, or other premium rates, regardless of the number of hours worked in a given day or week.
5. Product Purchase and Delivery.
5.1. COMPANY TO PROVIDE ALL SOFTWARE As part of the Purchase Price, {---Vendor Reference Name---} shall provide all Software, labor, equipment and materials required by the City in order for the System to perform in accordance with the Specifications and Requirements, except for those items that are specifically listed in the Scope of Implementation Services as a City responsibility.
5.2. DELIVERY SCHEDULE. {---Vendor Reference Name---} shall deliver the Products by the delivery dates set forth in the Project Schedule, as may be modified by the parties’ mutual consent in the Project Plan. Delivery shall be to various City facilities unless otherwise agreed in writing by the City.
5.3. RESERVED.
5.4. DELIVERY AND INSTALLATION COSTS. All delivery and installation costs associated with the Hardware and the Software shall be borne by {---Vendor Reference Name---}.
5.5. RESERVED.
5.6. TRANSFER OF WARRANTIES. Without limiting {---Vendor Reference Name---}’s obligations to provide warranty Services or the Maintenance Services, {---Vendor Reference Name---} hereby assigns and transfers to the City all of {---Vendor Reference Name---}’s warranties from {---Vendor Reference Name---}’s suppliers covering Third Party Software. {---Vendor Reference Name---} will provide copies of such warranties to the City with delivery of the applicable Software. While {---Vendor Reference Name---} shall be entitled to make arrangements to have such warranty work performed by the supplier, nothing herein shall relieve {---Vendor Reference Name---} of its obligation to correct Defects in the Software or to meet the time deadlines provided in this Contract for the correction of such Defects.
5.7. RESERVED.
6. New Technology. The parties recognize that technology may change during the term of this Contract. Accordingly, the parties agree as follows:
6.1. {---Vendor Reference Name---} shall provide the City with prompt written notice of all upgrades, enhancements and modifications to the Products or Services that become available during the term of this agreement (the “New Technology”).
6.2. Unless specified in writing by the City in a specific instance, all Products provided by {---Vendor Reference Name---} will be the latest, most recent version available as of the time of installation. {---Vendor Reference Name---} will schedule installation of all Products as late in the process as is reasonably practicable to meet the Project Plan deadlines. Unless specified in writing by the City in a specific instance, {---Vendor Reference Name---} will continually update the Software after installation at no additional cost and it shall be a condition of System Acceptance that all Software be the latest, most current version available as of the date of System Acceptance.
6.3. If {---Vendor Reference Name---} causes a delay in the project of six months or more, it shall be a condition of System Acceptance (at the City’s option) that the Hardware is the latest, most recent version available as of six (6) months prior to the date of System Acceptance.
6.4. Notwithstanding anything contained in this Contract to the contrary, the City shall have the option to reject proposed New Technology and to accept less that the most current version of the Products by providing written notice to {---Vendor Reference Name---}.
6.5. {---Vendor Reference Name---} shall make the New Technology available to the City at no additional cost if required by this Contract, or if New Technology is generally commercially available to {---Vendor Reference Name---}’s customers at no additional cost. Notwithstanding the foregoing, there shall be no additional charges for providing the most recent version of the Hardware as required by this Section.
6.6. {---Vendor Reference Name---} shall provide additional details and estimated prices to the City at the request of the City, if the City wants to consider further the possible addition of the New Technology.
6.7. Notwithstanding anything contained herein to the contrary, neither the acceptance of proposed New Technology by the City nor the amendment of this Contract to incorporate New Technology shall relieve {---Vendor Reference Name---} from its obligations under this Contract to satisfy the Specifications and Requirements.
7. [bookmark: _Hlk4762977]City Resources. The City is not required to provide any information, personnel, facilities, or other resources aside from what is specifically required in the Scope of Implementation Services unless the City can do so at no cost. When this Attachment requires the City to provide a resource, {---Vendor Reference Name---} shall request it in writing in a timely manner. If {---Vendor Reference Name---} will be delayed in performing due to any failure by the City to provide a resource required by this Contract, {---Vendor Reference Name---} shall promptly notify in writing both the City Business Contact and Official Notice Recipients identified in the General Conditions. Failure or delay by the City to provide required resources will not excuse {---Vendor Reference Name---} from any failure or delay in performance unless {---Vendor Reference Name---} has followed these steps. The duration of any excused delay will be limited to the time period after {---Vendor Reference Name---} has followed these steps.
8. Acceptance of Deliverables and Milestones; System Acceptance. Acceptance of an individual Deliverable or Milestone and
the entire System shall occur in accordance with the Scope of Implementation Services attachment.
9. Billing Records. During the term of this Contract and for three (3) years after it terminates, {---Vendor Reference Name---} will keep documentation sufficient to verify the amounts billed to the City. The City has the right to audit books, records and facilities of {---Vendor Reference Name---} necessary to evaluate {---Vendor Reference Name---}’s compliance with the terms and conditions of this Contract or the City’s payment obligations. The City shall pay its own expenses relating to such audits, but shall not have to pay any expenses or additional costs of {---Vendor Reference Name---}. However, if non-compliance is found that would have cost the City in excess of $10,000 but for the audit, then {---Vendor Reference Name---} shall be required to reimburse the City for the cost of the audit.
10. Compensation for Termination Without Cause. If the City terminates this Contract without cause, as soon as practicable, {---
Vendor Reference Name---} shall submit a statement to the City showing in detail the Services performed under this Contract
through the date of termination. In the event of termination without cause pursuant to this Section, the City agrees to: (i) pay
{---Vendor Reference Name---} a pro rata amount of the purchase price for Implementation Services rendered through the
termination date based on percentage of completion of the applicable payment Milestones; and (ii) return all Hardware which
the City elects not to keep, and (iii) pay {---Vendor Reference Name---} for any Hardware received by the City which the City
has elected to keep, or which has been damaged by the City so as to preclude return. The foregoing payment obligation is
contingent upon: (i) {---Vendor Reference Name---} having fully complied with the Section of General Conditions captioned
“Obligations On Termination; and (ii) {---Vendor Reference Name---} having provided the City with written documentation
reasonably adequate to verify the number of hours of Services rendered by each person through the termination date and
the percentage of completion of each task, and is subject to the City’s right to inspect billing records and dispute any charges
as provided under this Attachment.
11. Employment Taxes and Employee Benefits. {---Vendor Reference Name---} acknowledges and agrees that {---Vendor Reference Name---}’s employees and subcontractors are not employees of the City. {---Vendor Reference Name---} represents, warrants, and covenants that {---Vendor Reference Name---} will pay all withholding tax, social security, Medicare, unemployment tax, worker’s compensation, and other payments and deductions that are required by law relating to provision of the Services. {---Vendor Reference Name---} shall indemnify, defend, and hold harmless the City and the City’ officials, employees and agents from and against any and all claims, losses, damages, fines, penalties, obligations, liabilities and expenses, including but not limited to reasonable attorneys' fees arising from any claim that an individual performing the Service is an employee of the City.
12. Ownership of Work Product.
12.1. {---Vendor Reference Name---} shall have exclusive ownership of intellectual property rights in all Company Software and related Documentation, including but not limited to all copyrights, patents and trade secrets (collectively “{---Vendor Reference Name---} Intellectual Property”). {---Vendor Reference Name---} grants the City a perpetual, royalty-free, non-exclusive license to use and copy the Company Intellectual Property for all purposes of the City and the Affiliates in accordance with the terms of the License.
12.2. The City will have exclusive ownership of all reports, documents, designs, ideas, materials, concepts, plans, creative works, software, data, programming code and other work product developed for or provided to the City in connection with this Contract, and all patent rights, copyrights, trade secret rights and other intellectual property rights relating thereto (collectively the “Intellectual Property”). {---Vendor Reference Name---} hereby assigns and transfers all rights in the Intellectual Property to the City. {---Vendor Reference Name---} further agrees to execute and deliver such assignments and other documents as the City may later require to perfect, maintain and enforce the City’s rights as sole owner of the Intellectual Property, including all rights under patent and copyright law. {---Vendor Reference Name---} hereby appoints the City as attorney in fact to execute all such assignments and instruments and agrees that its appointment of the City as an attorney in fact is coupled with an interest and is irrevocable.
13. License to Use Intellectual Property. The City grants {---Vendor Reference Name---} a royalty-free, non-exclusive license to use and copy the Intellectual Property to the extent necessary to perform this Contract. {---Vendor Reference Name---} may not to use the Intellectual Property for other purposes without the City’s prior written consent, and {---Vendor Reference Name---} agrees to treat the Intellectual Property and all City data with the same level of protection that {---Vendor Reference Name---} afford {---Vendor Reference Name---}’s own trade secrets and intellectual property.
14. Contract Data.
14.1. The City shall have exclusive ownership of the following (collectively referred to as “Contract Data”): (a) all data produced or generated under this Contract for the benefit of the City or its customers; and (b) all data provided by, accessed through or processed for the City under this Contract.
14.2. {---Vendor Reference Name---} will promptly provide the Contract Data to the City in machine readable format upon the City’s request at any time while this Contract is in effect or within three years after this Contract terminates.
14.3. In accordance with the North Carolina electronic data-processing records law N.C.G.S. §132-6-1:
14.3.1. All Software and Documentation provided by {---Vendor Reference Name---} or its subcontractors will have sufficient information and capabilities to enable the City to permit the public inspection and examination and to provide electronic copies of public records stored, manipulated or retrieved by the System; and
14.3.2. All Software and Documentation provided by {---Vendor Reference Name---} or its subcontractors will have sufficient information to enable the City to create an index containing the following information with respect to each database used by the System without extraordinary commitments of staff or resources: (i) annotated list of data fields: name, description, and restricted field indicator; (ii) description of the format or record layout; (iii) frequency with which the database is updated; (iv) list of any data fields to which public access is restricted; (v) description of each form in which the database can be copied or reproduced; (vi) title of the database; (vii) owner of the data; (viii) narrative description of the database; (ix) person creating the index; and (x) purpose of the database. {---Vendor Reference Name---} agrees that the City may copy and disclose the information listed above in response to requests for database information under the North Carolina General Statutes.
15. Company Will Not Sell or Disclose Contract Data. {---Vendor Reference Name---} will treat Contract Data as Confidential Information under this Contract. {---Vendor Reference Name---} will not reproduce, copy, duplicate, disclose, or use the Contract Data in any manner except as authorized by the City in writing or expressly permitted by this Contract.
16. Supporting Data. If {---Vendor Reference Name---} will be providing work product under this Contract that is based on an analysis of data {---Vendor Reference Name---} will provide the City with all data supporting {---Vendor Reference Name---} ’s analysis (“Supporting Data”) in a machine-readable format, together with a written description of the methods of analysis. Excluding Confidential Information of {---Vendor Reference Name---} (as defined in this Contract), the City shall be permitted to reproduce, copy, duplicate, disclose, or use the Supporting Data for any purpose, and it shall be treated as a public record under North Carolina law.
17. Regeneration of Lost Or Damaged Data. If {---Vendor Reference Name---} loses or damages any data in the City’s possession, {---Vendor Reference Name---} will, at {---Vendor Reference Name---}’s own expense, promptly replace or regenerate such data from the City's machine-readable supporting material, or obtain, at {---Vendor Reference Name---}’s own expense, a new machine-readable copy of lost or damaged data from the City’s data sources.
18. City Materials and Data Treated as Confidential. {---Vendor Reference Name---} will treat as confidential information all data and materials provided by or processed for the City in connection with this Contract. {---Vendor Reference Name---} will not reproduce, copy, duplicate, disclose, or in any way treat the data supplied by the City in any manner except that contemplated by this Contract.
19. Data Security and Privacy
19.1. [bookmark: _Hlk128403548]General Requirements. With respect to Contract Data, {---Vendor Reference Name---} shall:
19.1.1. Establish and maintain safeguards against the destruction, loss, unauthorized alteration of, or unauthorized access to the Contract Data; 
19.1.2. Comply with all laws and regulations that may apply to the Contract Data, including without limitation all laws relating to identity theft;
19.1.3. Store all Contract Data in accordance with Payment Card Industry or successor) standards then in effect (“PCI Standards”);
19.1.4. Encrypt all personally identifiable information, credit card data that is transmitted to or from {---Vendor Reference Name---}’s systems in connection with this Contract;
19.1.5. Ensure that Contract Data storage complies with all relevant laws, regulations and standards, including but not limited to states laws, and applicable regulatory and professional standards; and
19.1.6. Ensure that transmission of Contract Data to and from {---Vendor Reference Name---}’s system is secure.
19.2. Authentication. Okta is the City’s standard cloud-based identity provider (IdP). As {---Vendor Reference Name---} will be providing a SaaS solution, it must be able to federate authentication of City users with Okta.
19.3. Preventing Unauthorized Access. {---Vendor Reference Name---} shall identify in writing a security administrator to coordinate with the City. {---Vendor Reference Name---} shall take appropriate measures to protect against the misuse of and/or unauthorized access to the Contract Data, including the use of passwords and validated user identification for {---Vendor Reference Name---}. Should any such misuse or unauthorized access occur, {---Vendor Reference Name---} must notify the City within 24 hours of discovery.
19.4. If Unauthorized Access is suspected. {---Vendor Reference Name---} shall promptly investigate any suspicion or allegation of misuse or unauthorized access to Contract Data. If {---Vendor Reference Name---}  learns or has reason to believe that Contract Data has been disclosed or accessed by an unauthorized party, {---Vendor Reference Name---} shall notify the City within 24 hours of discovery and shall take at {---Vendor Reference Name---}’s expense all remedial action required by law or as reasonably requested by the City to remedy such disclosure or unauthorized access. All remediation for third party software security vulnerabilities that are clearly identified as such by {---Vendor Reference Name---} are the responsibility of the third party to provide. This in no way limits {---Vendor Reference Name---}’s responsibility for notifying the City of the identified vulnerability.
19.5. Contract Data to Remain in the U.S. {---Vendor Reference Name---} will ensure that all Contract Data remains within the confines of the United States including any backup data, replication sites, and disaster recovery sites.
19.6. Right of Audit by City. The City shall have the right to review {---Vendor Reference Name---}’s cyber security program prior to the commencement of Cloud Services and from time to time during the term of this Contract. During the performance of the Cloud Services, on an ongoing basis from time to time and without notice, the City, at its own expense, shall be entitled to perform, or to have performed, an on-site audit of {---Vendor Reference Name---}’s cyber security program. In lieu of an on-site audit, upon request by the City, {---Vendor Reference Name---}   agrees to complete, within 45 days of receipt, a Cloud Security Questionnaire provided by the City regarding {---Vendor Reference Name---}’s cyber security program.
19.7. Other Security Constraints. In order to assist {---Vendor Reference Name---} to comply with the City's requirements regarding security under the Contract, {---Vendor Reference Name---}'s security strategy will be to protect Contract Data at multiple levels, which includes data confidentiality, data integrity, and data availability.
19.7.1. Hosting Facility Security. All servers and network equipment are housed in locked cabinets at the hosting facility which provides 24x7security. To access the cabinets there must be several levels of security that must be passed where each entry point provides state of the art card readers, scanners, and other access devices.
19.7.2. Network Security. {---Vendor Reference Name---}'s network must be protected by redundant firewalls and monitored for unauthorized access. {---Vendor Reference Name---} will also implement Web Application Firewalls (WAF) to protect all City assets host by {---Vendor Reference Name---}  cloud services or data centers.  The WAFs will be configured to protect against any application level attacks.   Firewall logs must be constantly monitored, and the logs reviewed on a regular basis. Leading-edge firewall equipment must be provided by {---Vendor Reference Name---} to protect the network. The network must be architected to be highly reliable and redundant. If a router, load balancer, or firewall should fail, there must be redundancy built in that would allow failover to take place, without causing a loss of service to City customers. 
19.7.3. Firewall and WAF Management within {---Vendor Reference Name---} cloud services and data centers. {---Vendor Reference Name---} shall complete the following activities:
A. Monitoring and management of firewall appliances, WAF, and VPN connectivity to {---Vendor Reference Name---} cloud services and data centers;
B. Management of firewall and WAF upgrades;
C. In the event {---Vendor Reference Name---}  identifies a suspected security breach, {---Vendor Reference Name---}  will notify the City of the breach within 24 hours of discovery; and
D. Restrict database users to a controlled list; individual activities to be restricted, logged and monitored.
19.7.4. Server Security. The City's installation will be implemented on dedicated virtual or physical servers, or logically separate databases, meaning these server environments will be used for and accessible only by the City of Charlotte and {---Vendor Reference Name---} staff;
19.7.5. Endpoint Protection. {---Vendor Reference Name---} shall complete the following activities:
a) Install Endpoint Detection and Response (EDR) on {---Vendor Reference Name---} managed servers;
b) Maintain all EDR with the latest patches, engines and heuristics; and
c) Scan, quarantine, and clean all in-bound and out-bound files (including email attachments) for viruses.
19.7.6. Cloud Services Security. {---Vendor Reference Name---}   provided access for   customers to Cloud Services and applications must use SSO authentication via the City’s Okta service. The design of the application must be robust so as to prevent one of {---Vendor Reference Name---}’s customers from accessing another customer's data. There must be several layers of protected services standing between the web page where the customer logs in and the actual data.
19.7.7. Security Patches. Where it does not impact application supportability, security patches to Platform Software will be applied within 30 days of being released. Critical vulnerabilities that are being exploited in the wild must be patched or remediated immediately.
19.7.8. Passwords. At a minimum, all user accounts must meet the following password requirements:
· Password must be at least thirteen (13) characters and include at least three of the following types of characters: upper case, lower case, number, and special character.
· New passwords must not have been used in the past 10 passwords.
Passwords must be changed every 90 days and have a minimum age of two (2) days. 	
19.7.9. Encryption. Sensitive or confidential data must be encrypted at rest or in transit. Secure protocols providing encryption of usernames, passwords, and data (e.g., SSH, HTTPS) must be used. Any transmission of sensitive City information should be performed utilizing an industry standard level of encryption; the preferred encryption algorithm is AES 256 bit. HTTPS will use TLS 1.3 as a minimum.  The use of proprietary encryption algorithms is prohibited. 
20. Removal and Replacement of Personnel. “Key Personnel” are the individuals listed as such on the Scope of Implementation Services, and any other individuals whom the City reasonably deems integral to successful performance of the Services. Absent the City’s written approval, {---Vendor Reference Name---} will not: (i) remove Key Personnel from performance of this Contract or permit {---Vendor Reference Name---}’s subcontractors to remove Key Personnel from performance of this Contract; or (ii) materially reduce or allow {---Vendor Reference Name---}’s subcontractors to materially reduce the involvement of Key Personnel in performing this Contract. The City will have the right to interview and approve Key Personnel, and also to require the removal and replacement of Key Personnel if the City has reasonable grounds to believe that the individual is not suitable for the assignment, including without limitation insufficient experience, inadequate qualifications, lack of necessary skills, improper conduct, background check results, or other grounds. Upon receipt of a request for rejection, removal, or replacement of an individual, {---Vendor Reference Name---} will promptly comply with the request and provide the City with the requisite background materials for a proposed alternate or successor. If {---Vendor Reference Name---} does not believe the City has reasonable grounds for making the request, {---Vendor Reference Name---} will notify the City in writing and the City will have the right to exercise its termination rights under the Contract, or to suspend the Contract and any payments due until such matter is resolved.
21. Background Checks.
21.1. BACKGROUND CHECKS REQUIRED PRIOR TO WORK. Prior to starting work under this Contract, {---Vendor Reference Name---} will conduct a background check on each {---Vendor Reference Name---} employee assigned to work under this Contract, and will require its subcontractors (if any) to perform a background check on each of their employees assigned to work under this Contract (collectively, the “Background Checks”). Each Background Check must include: (a) the person’s criminal conviction record from the states and counties where the person lives or has lived in the past seven (7) years; and (b) a reference check.
21.2. NEW CHECKS REQUIRED EACH YEAR AND PRIOR TO NEW PROJECTS. After starting work under this Contract, {---Vendor Reference Name---} will, on an annual basis, perform a Background Check for each {---Vendor Reference Name---} employee assigned to work under this Contract during that year, and will require its subcontractors (if any) to do the same for each of their employees. If {---Vendor Reference Name---} undertakes a new project under this Contract, then prior to commencing performance of the project {---Vendor Reference Name---} will perform a Background Check for each {---Vendor Reference Name---} employee assigned to work on the project, and will require its subcontractors (if any) to do the same for each of their employees.
21.3. ADDITIONAL INVESTIGATION OF CERTAIN EMPLOYEES. If a person’s duties under this Contract fall within the categories described below, the Background Checks that {---Vendor Reference Name---} will be required to perform (and to have its subcontractors perform) shall also include the following additional investigation:
21.3.1. If the job duties require driving: A motor vehicle records check.
21.3.2. If the job duties include responsibility for initiating or affecting financial transactions: A credit history check.
21.3.3. If job duties include entering a private household or interaction with children: A sexual offender registry check.
21.4. COMPLIANCE WITH APPLICABLE LAW. {---Vendor Reference Name---} must follow all state and Federal laws when conducting Background Checks, including but not limited to the Fair Credit Reporting Act requirements, and shall require its subcontractors to do the same.
21.5. DUTY TO REPORT INFORMATION TO CITY. {---Vendor Reference Name---} shall notify the City of any information discovered in the Background Checks that may be of potential concern for any reason.
21.6. CHECKS CONDUCTED BY CITY. The City may conduct its own background checks on principals of {---Vendor Reference Name---} as the City deems appropriate. By operation of the public records law, background checks conducted by the City are subject to public review upon request.
Contract #:
Vendor #:


[bookmark: _Hlk531019024]
ATTACHMENT B - GENERAL CONDITIONS
This Attachment is incorporated into the CMPD Alarm Registration and Management Services (“Contract”) between the City of Charlotte (“City”) and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment will have the meanings stated in the Contract.
1. [bookmark: _Hlk199828909]PRIORITY OF ATTACHMENTS. In the event of a conflict among the Attachments, the Federal Contracting Terms  shall have first priority, and all other Attachments shall have priority in the order in which they are listed on the Cover Sheet.
2. INVOICES. Each invoice sent by {---Vendor Reference Name---} shall detail all Services performed and delivered which are necessary to entitle {---Vendor Reference Name---} to the requested payment under the terms of this Contract. All invoices must include an invoice number and the City purchase order number for purchases made under this Contract. Purchase order numbers will be provided by the City. Invoices must be submitted with lines matching those on the City-provided purchase order.
3. PAYMENT TERMS. The City will pay undisputed, properly submitted invoices within thirty (30) days after receipt. As a condition of payment, {---Vendor Reference Name---} must invoice the City for Services within 60 days after the Services are performed. {---Vendor Reference Name---} WAIVES THE RIGHT TO CHARGE THE CITY FOR ANY SERVICES THAT HAVE NOT BEEN INVOICED WITHIN 60 DAYS AFTER SUCH SERVICES WERE RENDERED.
4. TERMINATION.
4.1. TERMINATION FOR CONVENIENCE. The City may terminate this Contract at any time without cause by giving thirty (30) days written notice to {---Vendor Reference Name---}.  If the City terminates this Contract without cause, as soon as practicable, {---Vendor Reference Name---} shall submit a statement to the City showing in detail the Services performed under this Contract through the date of termination. 

In the event of termination without cause pursuant to this Section, the City agrees to: (i) pay {---Vendor Reference Name---} a pro rata amount of the purchase price for Implementation Services rendered through the termination date based on percentage of completion of the applicable payment. The foregoing payment obligation is contingent upon: (i) {---Vendor Reference Name---} having fully complied with the Section of General Conditions captioned “Obligations On Termination; and (ii) {---Vendor Reference Name---} having provided the City with written documentation reasonably adequate to verify the number of hours of Services rendered by each person through the termination date and the percentage of completion of each task, and is subject to the City’s right to inspect billing records and dispute any charges as provided under this Attachment.
4.2. TERMINATION FOR CAUSE. Without limiting any other termination rights set forth in this Contract, either party may terminate this Contract for default if the other party fails to cure a material breach within thirty (30) days after receipt of written notice that identifies the breach and the intent to terminate if not cured. The City may terminate this Contract for default without a cure period if {---Vendor Reference Name---}:
4.2.1. Fails to obtain, maintain, or provide proof of the insurance policies and endorsements as required by this Contract; or
4.2.2. Becomes more than ten (10) days late performing the Services; or
4.2.3. Fails to act in a way that creates a risk to safety or causes or is likely to cause the City to incur property damage, fines, or penalties.
4.3. TERMINATION FOR FAILURE TO AGREE ON PROJECT PLAN. If the parties have not finalized and agreed upon the Project Plan by the date set forth in the Project Schedule, the City shall be entitled to terminate this Contract and receive a refund of all amounts paid to {---Vendor Reference Name---}.
4.4. TERMINATION CONVERSION. If the contract is terminated by the City for cause but it is later conclusively determined that the Company has not in fact defaulted, the termination shall be deemed to have been affected for the convenience of the City and the Company shall be paid through the date of the termination.
4.5. [bookmark: _Hlk18510823]AUTHORITY TO TERMINATE. Authority to terminate this Contract on behalf of the City rests with the City Manager and Deputy City Manager, or any designee of the forgoing having the same level of delegated signature authority as would have been required to execute the Contract.
4.6. OBLIGATIONS ON TERMINATION.
4.6.1. [bookmark: _Hlk5098809]Upon expiration or termination of this Contract, {---Vendor Reference Name---} will promptly provide to the City, at no cost, (i) all data, materials, software, and equipment provided to {---Vendor Reference Name---} by or on behalf of the City; (ii) all deliverables that are completed or in process as of the date of termination; and (iii) a statement of all Services performed through termination, together with such detail and documentation as is otherwise required under this Contract for payment.
4.6.2. Upon expiration or termination of this Contract, {---Vendor Reference Name---} shall, at no cost to the City, cooperate with the City in connection with the transfer of the Services, functions and operations provided by {---Vendor Reference Name---} hereunder to another provider selected by the City or to the City, as determined by the City. Such transition services include but are not limited to:
a) Notifying all affected service providers and subcontractors of the Company of transition activities;
b) providing reasonable training to City staff or the successor service provider in the performance of the Cloud Services;
c) using commercially reasonable efforts to assist the City in acquiring any necessary rights to legally and physically access and use any third party technologies and documentation then being used by {---Vendor Reference Name---} in connection with the Services;
d) using commercially reasonable efforts to make available to the City, pursuant to mutually agreeable terms and conditions, any third party services then being used by {---Vendor Reference Name---} in connection with the Cloud Services.
4.6.3. The expiration or termination of this Contract shall not relieve either party of its obligations regarding “Confidential Information”, as defined in the Section titled Confidentiality Terms.
4.7. CROSS TERMINATION. A default by the City under the Scope of Maintenance Services Attachment shall constitute grounds for terminating the Maintenance Services if not cured as provided above, but shall not constitute a basis for {---Vendor Reference Name---} to terminate the License or any other obligations {---Vendor Reference Name---} may have under this Contract. A default by the City under the Scope of Implementation Services Attachment shall constitute grounds for terminating the Implementation Services if not cured as provided above, but shall not constitute a basis for the Company to terminate the License, the Maintenance Services or any other obligations {---Vendor Reference Name---} may have under this Contract. Otherwise, a default by either party under any Attachment of this Contract, or the main body of this Contract, shall be regarded as a default under the entire Contract.
4.8. NO SUSPENSION. In the event that the City disputes in good faith an allegation of default by {---Vendor Reference Name---}, notwithstanding anything to the contrary in this Contract, {---Vendor Reference Name---} shall not terminate this Contract or suspend or limit the delivery of Products or Services or any warranties or repossess, disable or render unusable any Software supplied by {---Vendor Reference Name---}, unless (i) the parties agree in writing, or (ii) an order of a court of competent jurisdiction determines otherwise.
5. REPRESENTATIONS AND WARRANTIES. {---Vendor Reference Name---} represents, warrants, and covenants that:

5.1. For a period of twelve (12) months after System Acceptance (the “Warranty Period”), the System will fully comply with the Specifications and Requirements, and all federal, state and local laws, regulations, codes and guidelines that apply to it (including any changes to such laws, etc.).
5.2. All Products and Services delivered after System Acceptance shall fully conform to the Specifications and Requirements for a period of one year after acceptance of such Product or Service by the City.
5.3. All Software provided by {---Vendor Reference Name---} or its subcontractors is and will be free of viruses, worms and Trojan horses, and any code designed to disable the Software because of the passage of time, alleged failure to make payments due, or otherwise (except for documented security measures such as password expiration functions);
5.4. Prior to System Acceptance, {---Vendor Reference Name---} will correct all Defects in the System and the components thereof within the time frames set forth in the Scope of Implementation Services and the Project Plan. After System Acceptance, the Company will correct all Defects and provide Maintenance Services pursuant to the Scope of Maintenance Services Attachment.
5.5. All Documentation for the Products and the System is and will be in all material respects complete and accurate, and will enable data processing professionals and other City employees with ordinary skills and experience to utilize the Products and the System for the expressed purpose for which they are being acquired by the City;
5.6. All work performed by {---Vendor Reference Name---} and/or its subcontractors pursuant to this Contract shall meet the highest industry standards and shall be performed in a professional and workmanlike manner by staff with the necessary skills, experience and knowledge;
5.7. Neither the Services, nor the Products nor any Deliverables provided by {---Vendor Reference Name---} under this Contract will violate, infringe or misappropriate any patent, copyright, trademark or trade secret rights of any third party, or any other third party rights (including without limitation non-compete agreements); and
5.8. Neither the execution nor the performance of this Contract will violate any third party contractual rights;
5.9. {---Vendor Reference Name---} is a duly organized and validly existing entity of the type set forth in the first paragraph of this Contract, is in good standing under the laws of the state specified in the first paragraph of this Contract, and is registered to do business in North Carolina; and
5.10. {---Vendor Reference Name---} has the requisite power and authority to execute and perform this Contract. {---Vendor Reference Name---} and each person signing this Contract for {---Vendor Reference Name---} represents and warrants that the execution, delivery, and performance of this Contract have been duly authorized by {---Vendor Reference Name---}.
Additional warranties may be set forth in the Attachments.
6. REMEDIES.
6.1. [bookmark: _Hlk108087507]Right to Withhold Payment. The City is entitled to setoff and deduct from any amounts owed to {---Vendor Reference Name---} under this Contract all damages and expenses incurred due to the {---Vendor Reference Name---}’s breach. If {---Vendor Reference Name---} breaches any provision of this Contract, the City may elect to withhold a portion of or all payments due until the breach has been fully cured. The City may obtain performance of the work elsewhere. 
6.2. Right to Cover. If {---Vendor Reference Name---} fails to meet any completion date or resolution time set forth in this Contract (including the Attachments), the City may take any of the following actions with or without terminating this Contract, and in addition to and without limiting any other remedies it may have:
6.2.1. Employ such means as it may deem advisable and appropriate to perform itself or obtain the Products and Services from a third party until the matter is resolved and {---Vendor Reference Name---} is again able to resume performance under this Contract; and
6.2.2. Deduct any and all expenses incurred by the City in obtaining or performing the Services from any money then due or to become due {---Vendor Reference Name---} and, should the City’s cost of obtaining or performing the services exceed the amount due {---Vendor Reference Name---}, collect the amount due from {---Vendor Reference Name---}.
6.3. [bookmark: _Hlk7452023]If {---Vendor Reference Name---} breaches the warranty set forth in Section 5.1 of this Attachment, the City, without limiting any other remedies it may have under this Contract or at law, shall be entitled to an immediate refund of all amounts paid to {---Vendor Reference Name---} or its subcontractors or licensors under this Contract. If {---Vendor Reference Name---} breaches the warranty set forth in Section 5.3 of this Attachment, the City, without limiting any other remedies it may have under this Contract or at law, shall be entitled to an immediate refund of all license and maintenance fees paid to {---Vendor Reference Name---} or its subcontractors or licensors under this Contract.
6.4. Other Remedies. The Company acknowledges that this Contract may be funded in whole or in part by a federal grant. In the event that grant funding is lost due to the Company’s failure to deliver in compliance with the terms of the Contract, the Company shall be liable for the total amount of grant funds lost, in addition to damages available elsewhere in this Contract. The remedies set forth in this Contract are cumulative and not exclusive and may be exercised successively or concurrently, in addition to any other remedy available at law or in equity. Additional remedies may be set forth in the Attachments.
6.5. Reserved.
7. INDEMNIFICATION. To the fullest extent permitted by law, {---Vendor Reference Name---} shall indemnify, defend, and hold harmless the City and the City’ officials, employees, and agents from and against any claims, losses, damages, fines, penalties, royalties, obligations, liabilities, and expenses, including but not limited to reasonable attorneys' fees to the extent that they arise from actual or alleged:
7.1. Breach of contract, negligence or willful misconduct by {---Vendor Reference Name---} or any of {---Vendor Reference Name---}’s agents, employees, or subcontractors, including but not limited to any liability caused by an accident or other occurrence resulting in bodily injury, death, sickness, or disease to any person(s) or damage to or destruction of any property whether real, personal, or intangible, and including data and other intellectual property;
7.2. Violation of any federal, state, or local law, ordinance, rule, regulation, guideline, or standard by {---Vendor Reference Name---} or its employees or subcontractors, or by any service, product, or deliverable provided under this Contract;
7.3. Violation, misappropriation, or infringement of any copyright, trademark, patent, trade secret, or other proprietary rights with respect to any services products or deliverables provided under this Contract (“Infringement Claims”);
If an Infringement Claim occurs, {---Vendor Reference Name---} will either: (i) procure for the City the right to continue using the affected product or service; or (ii) repair or replace the infringing product or service so that it becomes non-infringing, provided that the performance of the overall product(s) and service(s) provided to the City shall not be adversely affected by such replacement or modification. If {---Vendor Reference Name---} is unable to comply with the preceding sentence within thirty (30) days after the City is directed to cease use of a product or service, {---Vendor Reference Name---} shall promptly refund to the City all amounts paid under this Contract.
In any case in which {---Vendor Reference Name---} provides a defense to the City pursuant to this indemnity, the defense will be provided by attorneys reasonably acceptable to the City. The provisions of this Contract regarding indemnity will survive the expiration or termination of this Contract.
If this Contract is funded in full or in part by federal funds, the indemnity rights granted to the City in this Contract shall also extend to the U.S. Government agency that extends such funding, and to the agency’s officers, officials, employees, agents, and independent contractors (excluding {---Vendor Reference Name---}.
8. INSURANCE.
{---Vendor Reference Name---}, and all its subcontractors, shall provide and maintain at its expense during the term of this Contract the following program(s) of insurance covering its operations. Such insurance shall be provided by insurer(s) qualified to do business in North Carolina, have a rating at least “A-“ by A.M. Best, and be satisfactory to the City as approved by the City's Risk Management Division. Evidence of such programs satisfactory to the City shall be delivered to the City on or before the effective date of this Contract and prior to commencing any work hereunder. Such policy shall list “City of Charlotte, 600 East Fourth St. Charlotte, NC 28202” as an additional insured for operations or services, rendered under this Contract. City is to be given written notice within thirty (30) days of any termination of any program of insurance.
{---Vendor Reference Name---}’s insurance shall be primary of any self-funding and/or insurance otherwise carried by the City for all loss or damages arising from the Company’s operations under this Contract. If any of the coverage conditions are met by a program of self-insurance, {---Vendor Reference Name---} must submit evidence of the right to self-insure as provided by the State of North Carolina. 
{---Vendor Reference Name---} and each of its subcontractors shall and does waive all rights of subrogation against the City and each of its indemnified parties. The City shall be exempt from, and in no way liable or responsible for any sums of money that may represent a deductible or self-insured retention in any insurance policy of the Company or its subcontractors. 
The following insurance is required under this Contract:
(a) 	Automobile Liability.
Evidence of current automobile insurance (attach copy of automobile policy declaration page(s) or submit a current certificate of insurance, showing the vehicles covered and coverage amounts as the appropriate one of the following:
i. If {---Vendor Reference Name---} owns or leases commercial vehicles to provide goods or perform a service under this Contract, Automobile Liability must be provided at a limit of not less than $1,000,000 per occurrence/aggregate, combined single limit, each occurrence, for bodily injury and property damage liability covering all owned, non-owned, and hired vehicles. 
ii. If {---Vendor Reference Name---} does not own or lease any vehicles but is using their personal vehicles to perform a service under this Contract, primary Personal Automobile Liability may be provided at limits not less than $100,000 each person, $300,000 each accident and property damage liability of $50,000.
iii. If {---Vendor Reference Name---} does not own or lease any vehicles but has employees using their vehicles to provide goods or perform a service under this Contract, {---Vendor Reference Name---} must provide hired/non-owned automobile liability coverage at a limit of not less than $1,000,000 per occurrence aggregate.
iv. If {---Vendor Reference Name---} is trucking fuel or hauling potential pollutants, the Automobile Liability coverage shall be broadened to include pollution coverage on covered autos, and a copy of endorsement CA 99 48 shall be provided to the City. {---Vendor Reference Name---} must also supply the City with evidence of motor carrier endorsement MCS-90 as required by the Federal Motor Carrier Safety Administration’s Motor Carrier Act.
(b) 	General Liability.
Bodily injury and property damage liability as shall protect the Company and any subcontractor performing work under this Contract from claims of bodily injury or property damage which arise from operation of this Contract whether such operations are performed by Company, any subcontractor or any person directly or indirectly employed by either. The amounts of such insurance shall not be less than$1,000,000 bodily injury each occurrence/aggregate and $1,000,000 property damage each occurrence/aggregate or $2,000,000 bodily injury and property damage combined single limits each occurrence/aggregate. This insurance shall include coverage for products/completed operation, personal injury liability and contractual liability assumed under the indemnity provision of this Contract. 
(c) 	Workers’ Compensation Insurance.
Insurance meeting the statutory requirements of the State of North Carolina and any applicable Federal laws; and, Employers’ Liability - $100,000 per accident limit, $300,000 disease per policy limit, $100,000 disease each employee limit. If the Company does not employ more than 2 full time employees, Company must attest this fact on company letterhead and include such letter in this Contract.
(d) 	Errors and Omissions Liability Insurance.
Insurance with a limit of not less than $1,000,000 per claim, $2,000,000 aggregate as shall protect the contractor and the contractor's employees for negligent acts, errors or omissions in performing the professional services under this contract. 
(e)	Cyber Coverage.
Liability as shall protect the Company and its employees from claims alleging from the failure to: (i) provide adequate electronic or physical security to safeguard against the theft, loss, or other threat to confidential information; or (ii) protect information of the City of Charlotte in any format. This policy shall be specific to the performance of this Contract and shall provide combined single limit each occurrence/aggregate of $1,000,000. Policy will include acts of rogue employees and have a retroactive date of no later than the first date services under this contract are to be performed. 
9. NOTICE. Any notice, consent, waiver, authorization, or approval referenced in this Contract must be in writing, and delivered in person, by U.S. mail, overnight courier or electronic mail to the City and {---Vendor Reference Name---} Contacts identified on the Cover Sheet (or as updated in writing from time to time). Notice of breach, default, termination, prevention of performance, delay in performance, modification, extension, or waiver must also be copied to the recipients listed below (the “Official Notice Recipients”), and if sent by electronic mail shall also be simultaneously sent by mail deposited with the U.S. Postal Service or by overnight courier:
	[bookmark: _Hlk199828273]Mandana Vidwan

	City Attorney’s Office

	600 East Fourth Street

	Charlotte, NC 28202 

	980-432-4834

	mandana.vidwam@charlottenc.gov 

	

	Cheryl Wright

	General Services

	600 East Fourth Street

	Charlotte, NC 28202

	980-475-9537

	cheryl.wright@charlottenc.gov  

	

	{---Vendor Primary Contact Name---}

	{---Vendor Legal Name---}

	{---Vendor Street1---} {--Vendor Street2--}

	{---Vendor City, State, Zip---}

	{---Vendor Office Phone---}

	{---Vendor Email Address---}


Notice shall be effective upon receipt by the intended recipient. The parties may change their Official Notice Recipients by written notice to the other party.
10. WORK ON CITY’S PREMISES. Whenever on City premises, {---Vendor Reference Name---} will obey all instructions and City policies applicable to City employees and contractors that {---Vendor Reference Name---} is made aware of. If {---Vendor Reference Name---} causes damage to the City’s equipment or facilities, {---Vendor Reference Name---} will promptly repair or replace such damaged items at {---Vendor Reference Name---}’s expense.
11. NON-APPROPRIATION OF FUNDS. If City Council does not appropriate the funding needed by the City to make payments under this Contract for a given fiscal year, the City will not be obligated to pay amounts due beyond the end of the last fiscal year for which funds were appropriated. In such event, the City will promptly notify {---Vendor Reference Name---} of the non-appropriation and this Contract will be terminated at the end of the last fiscal year for which funds were appropriated. No act or omission by the City that is attributable to non-appropriation of funds shall constitute a breach of or default under this Contract.
12. REQUIRED BY CITY ORDINANCE: COMMERCIAL NON-DISCRIMINATION. {---Vendor Reference Name---} agrees to comply with the Non-Discrimination Policy set forth in Chapter 2, Article V of the Charlotte City Code, which is available for review at http://library.municode.com/index.aspx?clientId=19970 and incorporated herein by reference. {---Vendor Reference Name---} consents to be bound by the award of any arbitration conducted thereunder.  
13. REQUIRED BY STATE LAW.
13.1. [bookmark: _Hlk532397885]E-Verify. {---Vendor Reference Name---} shall comply with the requirements of Article 2 of Chapter 64 of the North Carolina General Statutes, and shall ensure that each of its subcontractors also do so. 
13.2. NC Prohibition on Contracts with Companies that Invest in Iran or Boycott Israel. By executing this contract, {---Vendor Reference Name---} represents and warrants that it is eligible to contract with the City because it is not identified as an ineligible company on the State Treasurer’s list created pursuant to G.S. 147-86.58 or identified as a restricted company for purposes of the Israel Boycott. Company also agrees to immediately notify the City if it is identified as an ineligible company on either list at any time during the term of this Contract.
14. [bookmark: _Hlk141787234]Charlotte Business INClusion The City has adopted a Charlotte Business Inclusion Policy and its Administrative Procedures Manual (collectively, the “CBI Program”), which are posted on the City’s website and available in hard copy form upon request. In compliance with N.C. Session Law 2026-41, all references to race-conscious and gender-conscious program requirements, including race-conscious and gender-conscious participation goals, shall be considered severed from the CBI Program. Accordingly, no MBE, WBE, or MWBE/MSBE/WSBE/MWSBE goals or compliance requirements shall be included in or apply to this Contract. SBE goals, which are race- and gender- neutral, are not affected and shall continue to apply in compliance with applicable law. Except as expressly modified by N.C. Session Law 2026-41, all other provisions of the CBI Program remain in full force and effect and continue to apply to this Contract. The parties agree that:
14.1. [bookmark: _Hlk141787249][bookmark: _Hlk109113188]The terms of the CBI Program, as revised from time-to-time, are incorporated into this Contract by reference; and
14.2. [bookmark: _Hlk141787268]A violation of the CBI Program shall constitute a material breach of this Contract and shall entitle the City to exercise any of the remedies set forth in the CBI Program, including but not limited to liquidated damages.
14.3. The City will incur damages if the {---Vendor Reference Name---} violates the CBI Program, including but not limited to loss of goodwill, detrimental impact on economic development, and diversion of internal staff resources. The parties further acknowledge and agree that the damages the City might reasonably be anticipated to incur as a result of such failures are difficult to ascertain. Accordingly, the {---Vendor Reference Name---} agrees to pay the liquidated damages assessed by the City at the rates set forth in the CBI Program for each specified violation. The {---Vendor Reference Name---} further agrees that for each specified violation the agreed upon liquidated damages are reasonably proximate to the loss the City will incur as a result of such violation.
14.4. [bookmark: _Hlk141787304]Without limiting any of the other remedies the City has under the CBI Program, the City shall be entitled to withhold periodic payments and final payment due to the {---Vendor Reference Name---} under this Contract until the City has received in a form satisfactory to the City all claim releases, payment affidavits and other documentation required by the CBI Program. In the event payments are withheld under this provision, the {---Vendor Reference Name---} waives any right to interest that might otherwise be warranted on such withheld amount under North Carolina General Statutes Section 143-134.1.
14.5. The remedies set forth in the CBI Program shall be deemed cumulative and not exclusive and may be exercised successively or concurrently, in addition to any other available remedy.
14.6. The {---Vendor Reference Name---} agrees to participate in any dispute resolution process specified by the City from time-to-time for the resolution of disputes arising from the CBI Program.
14.7. Nothing in this Section shall be construed to relieve {---Vendor Reference Name---} from any obligation it may have under N.C. Gen. Stat. §143-134.1 regarding the payment of subcontractors.
15. CHARLOTTE BUSINESS INCLUSION MWSBE UTILIZATION AND REPORTING
15.1. SUBCONTRACTOR UTILIZATION. {---Vendor Reference Name---} has committed to subcontract for supplies and/or services from City Certified Small Business Enterprises (SBEs) for the duration of the Contract, as follows:
	Total SBE Utilization
	%


[bookmark: _Hlk18927160]{---Vendor Reference Name---} shall not terminate, replace or reduce the work of an SBE without providing written notice to the City as outlined in the CBI Policy. Failure of {---Vendor Reference Name---} to fulfill these utilization requirements shall constitute a material breach of this Contract and shall entitle the City to exercise any of the remedies set forth in the CBI Policy, including but not limited to liquidated damages.
15.2. LETTERS OF INTENT. {---Vendor Reference Name---} acknowledges that it will be required to execute one or more letters of intent on or prior to the Effective Date. Each letter of intent will list the subcontractor’s (SBE) vendor name and the amount that {---Vendor Reference Name---} has committed to spend with the subcontractor. The letter(s) of intent will be submitted in such format as the City shall determine. {---Vendor Reference Name---} consents to submit its letter(s) of intent via the City’s selected electronic compliance management system, at the City’s option. The letter(s) of intent shall be deemed to be incorporated into this Contract when submitted by {---Vendor Reference Name---} and accepted by the City. Any changes to letters of intent or any new letters of intent will also be deemed incorporated into this Contract when submitted by {---Vendor Reference Name---} and accepted by the City.
15.3. [bookmark: _Hlk18927195]PAYMENTS TO SBEs. {---Vendor Reference Name---} shall abide by N.C. Gen. Stat. §143-134.1 (b) and within seven (7) days of receipt by the prime contractor of each periodic or final payment, the prime contractor shall pay the subcontractor based on work completed or service provided under the subcontract. Furthermore, if {---Vendor Reference Name---} has made a Quick Pay Commitment under the CBI Program, {---Vendor Reference Name---} shall comply with any provisions of the Quick Pay Commitment that are more stringent than N.C. Gen. Stat. §143-134.1 (b), but shall also remain bound by N.C. Gen. Stat. §143-134.1(b).
Contract #:
Vendor #:
15.4. [bookmark: _Hlk18927244]PAYMENT REPORTING. As a condition to receiving payments under this contract, {---Vendor Reference Name---} agrees to submit any payment record into InclusionCLT, or any subsequent system designated by the City, detailing the amounts paid by {---Vendor Reference Name---} to all subcontractors and suppliers receiving payment in connection with this Contract. 
[Vendor Name]
CONTRACT NAME		1
[Vendor Name]
CMPD ALARM REGISTRATION AND MANAGEMENT SERVICES		1
16. CHANGES. In the event changes to the Services (collectively “Changes”), become necessary or desirable to the parties, the parties shall follow the procedures set forth in this Section. A Change shall be effective only when documented by a written, dated agreement executed by both parties that expressly references and is attached to this Contract (a “Change Statement”). The Change Statement shall set forth in detail: (i) the Change requested, including all modifications of the duties of the parties; (ii) the reason for the proposed Change; and (iii) a detailed analysis of the impact of the Change on the results of the Services and time for completion of the Services, including the impact on all Milestones and delivery dates and any associated price.
In the event either party desires a Change, the Project Manager for such party shall submit to the other party’s Project Manager a proposed Change Statement. If the receiving party does not accept the Change Statement in writing within ten (10) days, the receiving party shall be deemed to have rejected the Change Statement. If the parties cannot reach agreement on a proposed Change, the Company shall nevertheless continue to render performance under this Contract in accordance with its (unchanged) terms and conditions.
Changes that involve or increase in the amounts payable by the City may require execution by the City Manager or a designee depending on the amount. Some increases may also require approval by Charlotte City Council.
17. GENERAL.
17.1. ENTIRE AGREEMENT/AMENDMENT. This Contract is the parties’ entire agreement regarding its subject matter. It supersedes all prior agreements, negotiations, representations, and proposals, written or oral. No change order, amendment, or other modification to this Contract will be valid unless in writing and signed by both {---Vendor Reference Name---} and the City. Clicking “consent” or “agree” electronically when accessing software or a website will not constitute a writing sufficient to bind the City.
17.2. RELATIONSHIP OF THE PARTIES. The parties’ relationship under this Contract is solely that of independent contractors. Nothing contained in this Contract shall be construed to (i) give any party the power to direct or control the day-to-day administrative activities of the other; or (ii) constitute such parties as partners, co-owners or otherwise as participants in a joint venture. Neither party has power or authority to act for, bind, or otherwise create or assume any obligation on behalf of the other.
17.3. GOVERNING LAW AND VENUE. North Carolina law will govern all matters relating to this Contract (without regard to North Carolina conflicts of law principles). Any legal actions or proceedings relating to this Contract shall be brought in a state or federal court sitting in Mecklenburg County, North Carolina, other than actions to enforce a judgment.
17.4. ASSIGNMENT/SUBCONTRACTING. {---Vendor Reference Name---} may not assign or subcontract any of its rights or obligations under this Contract without prior written consent of the City.  Unauthorized assignments shall be void.
17.5. DELAY / CONSEQUENTIAL DAMAGES. The City will not be liable to {---Vendor Reference Name---}, its agents or any subcontractor for or any delay in performance by the City, or for any consequential, indirect, or special damages or lost profits related to this Contract.
17.6. SEVERABILITY. The invalidity of one or more provisions of this Contract will not affect the validity of the remaining provisions so long as the material purposes of the Contract can be achieved. If any provision of this Contract is held to be unenforceable, then both parties will be relieved of the unenforceable obligations, and this Contract shall be deemed amended by modifying such provision to the extent necessary to make it enforceable while preserving its intent.
17.7. PUBLICITY. {---Vendor Reference Name---} may not identify or reference the City or this Contract in any advertising, sales promotion, or other materials without the City’s prior written consent of the City except: (i) {---Vendor Reference Name---} may list the City as a reference, and (ii) {---Vendor Reference Name---} may identify the City as a customer in presentations to potential customers.
17.8. WAIVER. No waiver of any provision of this Contract shall be effective unless in writing and signed by the party waiving the rights. No delay or omission by either party to exercise any right or remedy it has under this Contract shall impair or be construed as a waiver of such right or remedy. A waiver by either party of any covenant or breach of this Contract shall not constitute or operate as a waiver of any succeeding breach of that covenant or of any other covenant.
17.9. SURVIVAL. Any provision of this Contract that contemplates performance or observance subsequent to termination or expiration of this Contract shall survive termination or expiration and continue in full force and effect for the period so contemplated including, but not limited to, provisions relating to warranties and warranty disclaimers, intellectual property ownership, indemnity, payment terms, and confidentiality.
17.10. TAXES. {---Vendor Reference Name---} will pay all applicable federal, state, and local taxes that may be chargeable against the performance of the Services.
17.11. CONSTRUCTION OF TERMS. Both parties have carefully considered the particular language used in this Contract. The general rule of law that ambiguities are construed against the drafter will not apply.
17.12. DAYS. Unless specifically stated otherwise, all references to days in this Contract refer to calendar days rather than business days. Any references to “business days” shall mean the days that the City’s main office at 600 East Fourth Street, Charlotte, NC, is open for the public to transact business.
17.13. CONFLICTS OF INTEREST. {---Vendor Reference Name---} will not take any action that is or is likely to be perceived as conflict of interest under this Contract. {---Vendor Reference Name---} has not made and will not make any gifts to City employees or officials in connection with this Contract.
17.14. COMPLIANCE WITH LAWS. {---Vendor Reference Name---} and its subcontractors will comply with all local, state, and federal ordinances, statutes, laws, rules, regulations, and standards (“Applicable Law”) in performing this Contract. 
[bookmark: _Hlk236668907]{---Vendor Reference Name---} represents and warrants that each deliverable provided under this Contract will comply with all Applicable Law, including without limitation the Americans With Disabilities Act. {---Vendor Reference Name---} acknowledges the following accessibility requirements:
a) Compliance. {---Vendor Reference Name---} represents and warrants that it is, and throughout the Term of this Contract shall remain, in compliance with all applicable Federal disability laws and regulations, including, without limitation, Section 504 of the Rehabilitation Act of 1973, the Americans with Disabilities Act of 1990 (ADA), and 28 CFR Part 35.
b) Accessibility Standard. {---Vendor Reference Name---} represents and warrants that its Products, Services, and Work Product shall be accessible to and usable by individuals with disabilities and shall, at a minimum, conform to WCAG 2.1 Level AA.
c) Vendor Obligations. {---Vendor Reference Name---} shall:
(i) Provide a current VPAT (or equivalent conformance report) upon contract execution and annually thereafter;
(ii) Promptly investigate, respond to, and remediate any accessibility complaint regarding its Products, Services, or Work Product and provide updated compliant deliverables at no cost to the City; and
(iii) Indemnify and hold the City harmless from claims arising due to the inaccessibility of its Products, Services, or Work Product.
d) Documentation. {---Vendor Reference Name---} shall maintain documentation sufficient to demonstrate compliance with these requirements, including testing records, and shall provide such documentation upon request.
e) Independent Evaluation. Upon request, {---Vendor Reference Name---} shall provide an evaluation by a qualified independent qualified accessibility consultant confirming compliance.
f) Third-Party Components. These requirements apply to all third-party technology incorporated into the Products, Services, or Work Product. {---Vendor Reference Name---} is responsible for ensuring such components comply with these requirements at no additional cost to the City.
g) Material Breach. Failure to comply with this Section constitutes a material breach of this Agreement and shall be grounds for termination by the City. 
h) Exclusions. These warranties do not apply to noncompliance resulting from the City’s: (i) unauthorized modification or alteration; (ii) failure to implement [Company/Vendor] provided updates or fixes; or (iii) use inconsistent with this Agreement or applicable Documentation.

17.15. PRE-AUDIT. No pre-audit certificate is required under N.C. Gen. Stat. 159-28(a) because this Contract is for an indefinite quantity with no minimum purchase requirement. Notwithstanding anything contained herein to the contrary, this Contract does not require the City to purchase a single product or service, and a decision by the City to not make any purchase hereunder will violate neither this Contract nor any implied duty of good faith and fair dealing. The City has no financial obligation under this Contract absent the City’s execution of a valid and binding purchase order or contract addendum containing a pre-audit certificate.

ATTACHMENT C - PRICE SCHEDULE
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.


[Price schedule to be inserted here]

































ATTACHMENT D - SCOPE OF IMPLEMENTATION SERVICES
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.

1. {---Vendor Reference Name---} RESPONSIBILITIES. {---Vendor Reference Name---} shall design, supply, implement, install, configure, test and commission a CMPD Alarm Registration and Management Services System that fully complies with the Specifications and Requirements.
1.1 Except for the “City Responsibilities” specifically identified in this Scope of Implementation Services, {---Vendor Reference Name---} shall furnish all equipment, Services, Products and supplies necessary to achieve full compliance with the Specifications and Requirements.
1.1.1 The fact that a particular service, item of equipment or material is not listed in the Contract does not release {---Vendor Reference Name---} for its obligation to provide it, if such service, equipment or material is necessary to design, supply, implement, install, configure, test and commission the System so that it fully complies with the Specifications and Requirements.
1.1.2 Without limiting or shifting to the City the obligations of {---Vendor Reference Name---} that are acknowledged in this Section 1.1, {---Vendor Reference Name---} shall provide all components and services that are itemized in the Price Schedule, or any newer versions that {---Vendor Reference Name---} is required to provide under the Contract.
1.2 In the event any of the System components or services listed on the Price Schedule (or any newer version that {---Vendor Reference Name---} is required to provide) are insufficient to deliver to the City a System that fully complies with the Specifications and Requirements, {---Vendor Reference Name---} shall immediately provide the City with written notice (a “Deficiency Notice”): (i) describing the deficient components and/or services and the probable impact on the System; and (ii) proposing such other or additional components or services as are necessary for the System to meet all Specifications and Requirements (the “Substitute Components and Services”).
1.2.1 Substitute Components and Services must be equal or better in all respects to the deficient components/Services.
1.2.2 The City shall, within fifteen (15) days after receipt of a Deficiency Notice, give {---Vendor Reference Name---} written notice to either proceed with the current components and/or services, or to proceed with the Substitute Components and Services.
1.2.3 In the event the City elects to proceed with the Substitute Components and Services, {---Vendor Reference Name---} shall provide the Substitute Components and Services at no additional charge to the City.
1.2.4 In the event the City elects to proceed with the current components and/or services, {---Vendor Reference Name---} shall not be responsible for Defects that are solely attributable to the deficiency identified by in the Deficiency Notice with respect to such components and services.
2. PROJECT SCHEDULE. Time is of the essence for {---Vendor Reference Name---} to perform the Implementation Services. {---Vendor Reference Name---} shall perform all Implementation Services within the time periods set forth in the Project Schedule and the Project Plan. There shall be no extensions of such time periods without the mutual written consent of both parties; provided, however, that:
2.1 If the City fails to complete any task assigned to it by the completion date set forth in the Project Schedule or Project Plan, and if such failure is reasonably likely to cause a delay in the completion of the remaining tasks, then {---Vendor Reference Name---} shall give the City written notice that its delay is causing {---Vendor Reference Name---} to fall behind (a “Delay Notice”). The completion dates for all remaining tasks shall be automatically extended by the number of business days between the date the City receives the Delay Notice and the date the City completes the overdue task identified in the Delay Notice;
2.2 If {---Vendor Reference Name---} fails to meet a completion date set forth in the Project Schedule or the Project Plan, the completion dates for tasks assigned to the City shall be automatically extended by the number of business days between the date the date the task should have been completed and the date {---Vendor Reference Name---} actually completes such task; and
2.3 The City shall in its sole discretion be entitled to postpone the Project at any time for any reason by giving written notice to {---Vendor Reference Name---}. This postponement shall result in the extension of all deadlines set forth in the Contract, provided that such extensions shall not total more than six (6) months in the aggregate without {---Vendor Reference Name---}’s prior written consent.
The failure by {---Vendor Reference Name---} to meet a given completion date in the Project Schedule or Project Plan shall not entitle {---Vendor Reference Name---} to receive an extension for the completion of any other task assigned to {---Vendor Reference Name---}, even if such failure has caused the City to delay in completing one or more tasks as allowed under Section 2.2 of this Attachment.
4. PROJECT MANAGERS.
4.1. COMPANY PROJECT MANAGER. (Insert Here) shall be the “Company Project Manager” under this Contract. The duties of the Company Project Manager include, but are not limited to:
4.1.1 Direct the Project as {---Vendor Reference Name---}’s contact with responsibility for Project performance from initiation to closure, including planning, organizing, managing, and controlling all aspects of the Project to ensure that Project tasks are performed according to the approved Project Schedule and Project Plan;
4.1.2 Coordinate and schedule all {---Vendor Reference Name---} resource assignments;
4.1.3 Identify all known items that may impact the availability of City resources during the Project, and coordinate with the City Project Manager to avoid delays;
4.1.4 Ensure that all necessary subcontractor commitments are in place and monitor subcontractor performance;
4.1.5 Initiate and maintain Project reporting and filing systems to ensure that Project documentation is up-to-date, organized and readily accessible by appropriate {---Vendor Reference Name---} and City staff, and maintain a complete record of the Project’s history.
4.1.6 Obtain from the City a system network configuration diagram and update it regularly to ensure that it accurately reflects the City architecture as it may change during the implementation.
4.1.7 Arrange for the delivery and installation of all Products and Services in accordance with the Project Schedule;
4.1.8 Mutually agree and clarify with the City any training logistics considerations such as schedules and classroom resources;
4.1.9 Provide the City Project Manager and {---Vendor Reference Name---} upper management with the weekly progress reports described in this Scope of Implementation Services;
4.1.10 Maintain a “punch list” of all Defects, incomplete requirements or unresolved issues that occur over the course the Project, including date and manner of resolution;
4.1.11 Communicate with the City Project Manager on a daily or weekly basis, as needed, regarding Project progress and activities, and ensure adequate communication between members of {---Vendor Reference Name---}’s and City implementation staffs;
4.1.12 Ensure that the Implementation Services are completed in compliance with the Contract and the dates set forth in the Project Schedule and Project Plan;
4.1.13 Promptly consult with the City Project Manager when Project Plan deviations occur, and document all such plan deviations in accordance with agreed upon change control procedures;
4.1.14 Provide consultation and advice to the City on matters related to Project implementation strategies, key decisions and approaches, and Project operational concerns/issues;
4.1.15 Act as {---Vendor Reference Name---}’s point of contact for all aspects of contract administration, including invoicing for services and status reporting;
4.1.16 Facilitate review meetings and conferences between the City and {---Vendor Reference Name---}’s executives when requested by the City;
4.1.17 Identify and provide the City with written notice of all issues that may threaten the implementation or performance of the System immediately after {---Vendor Reference Name---} becomes aware of them;
4.1.18 Employ project management procedures that ensure a mutual understanding and agreement of the tasks to be completed and the schedule to be observed;
4.1.19 Ensure that adequate quality assurance procedures are in place throughout the Project;
4.1.20 Meet with other vendors working on City technology projects as necessary to resolve problems and coordinate the work that is included within the scope of this Project; and
4.1.21 Remain onsite at the City throughout the duration of the Project, except for instances where the City has specifically agreed in writing that the Company Project Manager need not be present.
4.2. CITY PROJECT MANAGER. (Insert Name or Title Here) shall be the “City Project Manager” under this Contract. The duties of the City Project Manager are: (i) coordinating City resources to fulfill the City’s obligations pursuant to this Contract; (ii) promptly responding to the Company Project Manager when consulted in writing; and (3) acting as the City’s point of contact for all aspects of the Project, including contract administration and coordination of communication with the City’s staff. The City shall be allowed to change staffing for the City Project Manager position on one (1) business days’ notice to {---Vendor Reference Name---}.
4.3. In the event of vacation, illness or training, the Project Manager for each party shall appoint a designee to serve in his or her temporary absence.
5. PROGRESS REPORTS. Throughout the Project, {---Vendor Reference Name---} shall prepare and submit weekly written reports to the City Project Manager. The weekly reports shall:
5.1. Update the Project Plan indicating progress for each task;
5.2. Identify and report the status of all tasks that have fallen behind schedule, the reason for the delay, and the projected completion date;
5.3. Identify all personnel, equipment, facilities and resources of the City that will be required for {---Vendor Reference Name---} to perform the Implementation Services at least two weeks in advance of the need.
5.4. Identify all risks and problems that may affect the Project, and for each risk and problem identified:
5.3.1 Identify the action and person(s) responsible for mitigating the risk and resolving the problem; and
5.3.2 State the impact on the Project Plan.
6. REVIEW AND CORRECTION OF INTERIM DELIVERABLES.
6.1. Upon completion of each Deliverable and Milestone, {---Vendor Reference Name---} shall give the City a written notice of completion.
i. Within a reasonable time after receiving such completion notice, the City shall notify {---Vendor Reference Name---} in writing of the City’s acceptance or rejection of the applicable Deliverable or Milestone.
ii. The City shall be entitled to reject the Deliverable or Milestone if it fails in any way to comply with the Contract, or if it fails to comply with the highest industry standards.
iii. If the City fails to accept or reject the Deliverable or Milestone within a reasonable time period, then: (a) the Deliverable or Milestone shall be deemed rejected; (b) {---Vendor Reference Name---} shall give the City written notice of such failure to accept or reject; and (c) work on all contingent tasks shall cease until all issues about the Deliverable or Milestone have been resolved and the City has issued an acceptance.
iv. As used in this section, the term “reasonable time” means the time reasonably necessary to review and evaluate the Deliverable or Milestone considering its length, complexity and the number of people who need to review it. Under no circumstances shall the “reasonable time” be less than fifteen business days, unless the City has agreed in writing to a shorter review time.
6.2. If the City rejects a Deliverable or Milestone, {---Vendor Reference Name---} shall: (a) act diligently and continuously to correct all deficiencies identified by the City, and (b) immediately upon completing such corrections give the City a written, dated certification that all deficiencies have been corrected (the “Certification”).
6.2.1 In the event {---Vendor Reference Name---} fails to correct all deficiencies identified in by the City and provide a Certification within a reasonable time after receipt of the Rejection Notice (which time shall in no event exceed fifteen business days), the City shall be entitled to terminate this Contract for default without further obligation to {---Vendor Reference Name---}.
6.3. Upon the City’s receipt of the corrected Deliverable or Milestone, or a Certification, whichever is later, the above-described acceptance procedure shall recommence. The City shall not be obligated to allow {---Vendor Reference Name---} to recommence curative action with respect to any deficiency previously identified by the City or more than twice for any given Deliverable or Milestone (and shall be entitled to terminate this Contract for default if the criteria for acceptance are not met within this time frame).
6.4. Under no circumstances shall the City’s acceptance of a Deliverable or Milestone be deemed to constitute a waiver of any of the Specifications and Requirements, the completion dates in the Project Plan, or any of {---Vendor Reference Name---}’s other obligations under this Contract. No such waiver shall be effective unless specifically agreed to in writing by a City Department Director. Likewise, {---Vendor Reference Name---} shall not be relieved of such obligations by any deficiency in the Deliverable, nor by any failure on the part of {---Vendor Reference Name---} or City to detect such deficiency.
7. PROJECT PHASES. {---Vendor Reference Name---} will design, install, configure, deliver, test and commission the System in the following five phases, each of which is described in detail in the subsequent Sections of this Scope of Implementation Services:
Phase I:	Define Phase
Phase II:	Design Phase
Phase III:	Build Phase
Phase IV:	Deliver Phase
Phase V:	Trial Period
8. PHASE I: DEFINE PHASE. The Define Phase will consist of the following tasks and Deliverables:
8.1. PROJECT PLAN.
8.1.1 Within ____ (__) days after the Effective Date, {---Vendor Reference Name---} shall prepare and submit to the City for approval a comprehensive and detailed project plan that identifies all tasks, steps and resources needed for delivery of the System in full compliance with the Specifications and Requirements within the time periods set forth in the Project Schedule (the “Project Plan”).
8.1.2 The Project Plan shall clearly identify in detail all steps, tasks, activities, events, milestones and resources necessary for {---Vendor Reference Name---} to: (i) deliver a System that fully complies with the Specifications and Requirements, and (ii) provide for an efficient transition from the predecessor system to the new System, with minimum disruption to City operations. The Project Plan shall include a chart in Microsoft Project format that clearly identifies the schedule, order, completion date, number of days duration, responsible party and prerequisites for all such steps, tasks, activities, events, and milestones.
8.1.3 The Project Plan will be developed in a manner so that the City and {---Vendor Reference Name---} Project team can use it as a stand-alone document.
8.1.4 The Project Plan will contain a schedule, overall strategy and methodology for the mapping, data conversion and the loading of data from the predecessor City system(s) to the System.
8.1.5 The Project Plan will contain a schedule for all training courses needed by the City to fully and productively use the System.
8.1.6 The Project Plan will identify when each type of Hardware and Software component will be installed.
8.1.7 {---Vendor Reference Name---} shall maintain the Project Plan. Aside from updates to show mutually agreed upon status changes, no changes to the Project Plan shall be made without the prior written approval of the City.
8.2. TRAINING PLAN.
8.2.1 Within the time periods and by the completion dates set forth in the Project Schedule, {---Vendor Reference Name---} shall prepare and provide to the City for approval a written comprehensive training program that shall outline the content, sequence and duration of each segment of each training session necessary to comprehensively train City personnel to fully utilize the System (the “Training Plan”). The Training Plan will outline all subjects necessary to train City staff to fully understand and utilize all user functions of the System, and to train the designated “trainers” to effectively train other City personnel in the same manner.
8.2.2 The Training Plan shall require {---Vendor Reference Name---} to provide the operator training and “train the trainer” training for the numbers of City designated personnel listed in the chart identified in Section 8.2.3. The Training Plan will schedule the training classes and modules according to corresponding phase of the Project. For example, any classes for building tables must be scheduled before the City begins building the tables, and operator training must be scheduled before live operations begin. The Training Plans will also take into account availability of classrooms and personnel.
8.2.3 Without limiting {---Vendor Reference Name---}’s obligations hereunder, {---Vendor Reference Name---} will provide and the Training Plan will include courses covering the functionality listed below, to the numbers of students set forth below:
	CLASS SUBJECT MATTER
	# OF “OPERATOR” STUDENTS
	# OF “TRAIN-THE-TRAINER” STUDENTS

	System Overview 
	__
	__

	System Administration 
	__
	__

	System Management Reporting 
	__
	__

	Supervisor Functions 
	__
	__

	End User 
	__
	__

	Report Creation 
	__
	__


The cost of all training referenced herein is included in the Purchase Price.
8.2.4 The System Administration and Management Reporting courses shall contain all information and materials necessary to enable City designated staff to become fully proficient to:
· Troubleshoot and identify the area or System component within the System that is causing any problem(s);
· Modify existing System management reports;
· Identify sources of statistical data that can be used to assess trends in System operations (use) and performance; and
· Demonstrate configuration of the System terminal display forms.
8.2.5 {---Vendor Reference Name---} will provide a documentation template so that the City can replicate all training material and pass it out to City staff and other authorized users of the System.
8.2.6 The Training Plan shall provide the City with a detailed written description of the training classes that will be conducted. All training will be conducted on-site in City facilities. The Training Plan provided will include the following information for each course:
· Course summary/outline;
· Duration of training for each module;
· The number of persons that can be trained in each session;
· Location of training; and
· Student prerequisites.
8.2.7 After approval of the Training Plan by the City, {---Vendor Reference Name---} shall prepare and provide to the City for approval, the instructor’s course notes, which shall contain all information and materials necessary that will be presented in each course to be provided as part of the Training Plan (the “Lesson Plan”).
8.2.8 {---Vendor Reference Name---} shall supply all training aids and course materials for the training, for: (i) the “train the trainer” training described above; and (ii) all operator training. For each course referenced in the chart included in this Section, {---Vendor Reference Name---} shall provide, at a minimum, the number of complete sets of all course materials and training aids for each class equal to the number of students shown on the chart (other than the videotapes).
8.2.9 The City shall be entitled (but not required) to video record all training classes provided by {---Vendor Reference Name---}, and to use such videos as a permanent training aid for future City training.
8.2.10 The City shall have royalty free unrestricted rights to reproduce an unlimited number of copies of each training program, the course lesson plan and all {---Vendor Reference Name---} supplied course materials and training aids (including the videos), for future City training.
9. PHASE II: DESIGN PHASE. The Design Phase will consist of the following tasks and Deliverables:
9.1 SYSTEM DESIGN.
9.1.1 Within the time period and by the completion dates set forth in the Project Schedule and the Project Plan, {---Vendor Reference Name---} shall prepare and submit to the City for approval the detailed design documentation described below (the “Design Documentation”).
9.1.2 The Design Documentation submitted to the City must enable the City readily to determine whether the System as proposed by {---Vendor Reference Name---} will fully satisfy the Specifications and Requirements. The Design Documentation shall include, without limitation, the following:
9.1.2.1 Interface Designs for all interfaces to the System. {---Vendor Reference Name---} will provide a design for all interfaces specified in Attachment [Insert Here] sufficient to ensure compliance with the Specifications and Requirements. The interface designs will specify all links, protocols and interfaces that need to be created to link the System to required data sources and other systems.
9.1.2.2 Map Importation Design. {---Vendor Reference Name---} will provide specifications for all map importation to ensure compliance with the Specifications and Requirements. The map specifications will contain overall strategy and methodology for the mapping, conversion and loading of data from the predecessor City system(s) to the new System. {---Vendor Reference Name---} will specify a methodology for cleaning and verifying old data before migration, including but not limited to a contingency plan for handling data that cannot be converted (e.g., fields with data elements that have changed their meaning over time). The schedule for the map activities will be part of the overall project schedule.
9.1.2.3 Manuals, documentation and/or on-line help capability for all third-party products used for interfaces or map importation (which documentation shall be sufficient to enable trained City users to fully utilize the System and identify problems).
The parties acknowledge that the City will require Design Documentation which meets the City’s written approval prior to allowing the implementation of the System by {---Vendor Reference Name---} to proceed, except as agreed in writing by the City for specific items.
9.2 CONFIGURATION PLAN.
9.2.1 Within the time period and by the completion dates set forth in the Project Schedule and the Project Plan, {---Vendor Reference Name---} shall prepare and submit to the City for approval a configuration plan (in Visio format) for all System Hardware and Software Deliverables (“Configuration Plan”). The Configuration Plan will include the following:
9.2.1.1 Visio Diagrams, including both system level and components; and
9.2.1.2 A System overview (written documentation to document Visio Diagrams).
9.2.2 All references to the Project Plan in the Contract shall be deemed to include to the Configuration Plan.
9.3 CONVERSION PLAN.
9.3.1 Within the time period and by the completion dates set forth in the Project Schedule and the Project Plan, {---Vendor Reference Name---} shall prepare and submit to the City for approval a conversion plan for converting all data necessary to transfer all operations from the old system to the new System (“Conversion Plan”).
9.3.2 The Conversion Plan shall clearly identify in detail all steps, tasks, activities, events, milestones and resources necessary for {---Vendor Reference Name---} to convert data to the System in a manner so that the System will operate in full compliance with the Specifications and Requirements. {---Vendor Reference Name---} will be responsible for all data conversion activities.
9.3.3 All references to the Project Plan in the Contract shall be deemed to include to the Conversion Plan.
9.4 RESERVED.
9.5 ACCEPTANCE TEST PLAN AND PROCEDURES.
9.5.1 Within the time period and by the completion date set forth in the Project Schedule and the Project Plan, {---Vendor Reference Name---} shall prepare and provide to the City comprehensive acceptance test plans and procedures that meet the requirements of this Section (the “Test Plan and Procedures”).
9.5.2 The Test Plan and Procedures shall clearly specify and describe all tests, test methods and inspections necessary to clearly and conclusively demonstrate to the City’s satisfaction whether or not the complete System and each component thereof meets and satisfies all Specifications and Requirements.
9.5.3 The Test Plan and Procedures shall include detailed descriptions of each test to be conducted, and the minimum acceptable limits and tolerances for each test. This must include a list of all test equipment, software, testing tools and facilities that will be required to complete all tests.
9.5.4 The Test Plan and Procedures will provide a written results record form that will be completed by {---Vendor Reference Name---} and acknowledged by the City after each test is completed. 
9.5.5 {---Vendor Reference Name---} shall provide the City reasonable notice of and opportunity to witness and object to each test performed pursuant to the Test Plan and Procedures.
9.5.6 The Test Plan and Procedures shall include a description of tests for system security requirements that will occur, including but not limited to attempted break-ins.
9.5.7 {---Vendor Reference Name---} shall conduct all tests included in the Test Plan and Procedures and shall be responsible for providing all test equipment (hardware and software), all test routines, and personnel for setting up and conducting all such tests.
9.5.8 The Test Plan and Procedures shall not be revised without the prior approval of the City.
10. PHASE III: BUILD PHASE. During the Build Phase, {---Vendor Reference Name---} will gather input and perform System configuration activities to support the City’s unique operational workflow. {---Vendor Reference Name---} will populate the database and construct the maps during this phase. {---Vendor Reference Name---}’s key responsibilities during this phase include the following:
10.1 DOCUMENTATION CUSTOMIZATION. {---Vendor Reference Name---} will provide Documentation sufficient for the City to fully utilize the System and each of the Products.
10.2 CONFIGURATION MANAGEMENT. {---Vendor Reference Name---} will build the System in accordance with the approved Configuration Plan. {---Vendor Reference Name---}’s configuration management responsibilities include maintaining baseline documentation, System configuration details and baseline software. They also include managing change. {---Vendor Reference Name---}’s Project Manager will be responsible for updating the configuration diagram as part of the change documentation process.
10.3 DATA COLLECTION. {---Vendor Reference Name---} will work closely with the City to ensure that the data collection activities meet the System’s requirements.
10.4 COMPLETED SYSTEM. The Build Phase culminates in the creation of the System.
11. PHASE IV: DELIVER SYSTEM. During the Deliver Phase, the System will be tested and placed into live operation. The Test Plan and Procedures will serve as a foundation for the System to be rigorously tested for correct operation prior to its actual use. {---Vendor Reference Name---}’s key responsibilities during this phase include the following:
11.1 PRODUCTION SYSTEM (Deliverable). The Deliverable for completion of the Deliver Phase is the functional and tested System in full conformance with the Specifications and Requirements ready to go into production and begin the Trial Period.
11.2 DOCUMENTATION. Within the time frame and by the completion date set forth in the Project Plan and prior to the end of Phase IV, {---Vendor Reference Name---} shall provide to the City all user manuals and other Documentation necessary for the City to fully utilize the System. The Documentation shall satisfy all descriptions, requirements, specifications and standards set forth in the Contract.
11.3 TRAINING. Training will be completed under the schedule set forth in the Project Plan.
11.4 OPERATION. At the end of the Deliver Phase, the System will be operational and in full conformity with the Specifications and Requirements and will be ready for use in live operations. {---Vendor Reference Name---} will work with the City to ensure that the System will function with equivalent or better performance to the configuration currently used by the City immediately after cut-over.
12. PHASE V: TRIAL PERIOD.
12.1 SYSTEM ACCEPTANCE.
12.1.1 System Acceptance shall occur when the entire System has been in production use with live data for all departments and users in full compliance with the Specifications and Requirements for at least sixty (60) continuous days (the “Trial Period”). The Trial Period shall begin upon the completion of Phase IV.
During the Trial Period, {---Vendor Reference Name---} will correct Defects with the System within the time frames established in the Scope of Maintenance Services, even though the Maintenance Services do not officially begin until System Acceptance. If {---Vendor Reference Name---} fails to comply with such time frames, the City shall be entitled to terminate the Contract for default, in addition to any other remedies that may be available under the Contract or at law.
12.1.2 During the Trial Period, the City shall also be entitled to give {---Vendor Reference Name---} written Rejection Notices, of the following, each of which shall be deemed a Defect:
12.1.2.1 Any failure of the System or any component thereof to fully meet and comply with the Specifications and Requirements; or
12.1.2.2 If {---Vendor Reference Name---} has not certified in writing that all Products and Services delivered to the City by {---Vendor Reference Name---}, are in full compliance with all Specifications and Requirements, and with all laws, regulations and industry specified standards; or
12.1.2.3 If {---Vendor Reference Name---} has not certified in writing that all deficiencies, problems and variances, whether or not revealed as part of the testing and inspection process, have been corrected to meet all Specifications and Requirements; or
12.1.2.4 If {---Vendor Reference Name---} has failed to satisfy all of the training obligations referenced in this Scope of Implementation Services in accordance with the requirements set forth herein; or
12.1.2.5 If {---Vendor Reference Name---} has failed to provide Documentation that satisfies the description, specifications and requirements set forth in the Contract.
12.1.3 Upon receipt of a Rejection Notice during the Trial Period, {---Vendor Reference Name---}: (a) shall act diligently and continuously to correct the Defects identified in the Rejection Notice; and (b) shall immediately upon completing such corrections give the City a Certification that all Defects have been corrected. In the event {---Vendor Reference Name---} fails to correct all Defects identified in the Rejection Notice and provide a Certification within thirty (30) days after receipt of the Rejection Notice, the City shall be entitled to terminate this Contract for default without further obligation to {---Vendor Reference Name---}. The Trial Period shall begin again each time the City submits a Rejection Notice to {---Vendor Reference Name---}, provided that the starting date of the new Trial Period shall be on the date {---Vendor Reference Name---} certifies that the Defect(s) identified in the Rejection Notice have been corrected. The City shall not be obligated to allow {---Vendor Reference Name---} to restart the Trial Period more than twice, and shall be entitled to terminate this Contract for default in the event the Trial Period is not successfully completed on the third try.
12.1.4 System Acceptance shall be deemed to occur only after the City has given {---Vendor Reference Name---} written notice of final acceptance of the System, after successful completion of the Trial Period (including the completion of all training and Documentation). Any instance of non-acceptance will be documented and submitted in writing to the Company Project Manager.
12.1.5 No warranty period for any of the Products or the System shall begin to run, nor shall the Maintenance and Support Contract become effective, until System Acceptance by the City has occurred.
12.1.6 Until System Acceptance, {---Vendor Reference Name---} shall continue to provide all required Products, Services, and resources necessary to correct all System Defects deficiencies and problems in a timely, forthright, and cooperative manner so as to comply with the time periods and completion dates set forth in the Project Plan.


[bookmark: _Hlk39677502]ATTACHMENT E - PROJECT SCHEDULE
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.

{---Vendor Reference Name---} shall deliver all Products and perform all Services in accordance with the attached Project Schedule (which is incorporated herein by reference). The dates on the attached Project Schedule shall be incorporated into the Project Plan, unless revised by the mutual written agreement of the parties.

[PROJECT SCHEDULE TO BE INSERTED HERE]



ATTACHMENT F - MILESTONE PLAN
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.
{---Vendor Reference Name---} shall invoice the City for the Purchase Price in accordance with the Milestone Plan set forth below. {---Vendor Reference Name---} shall not invoice the City for any Products, Services or Deliverables within a particular Milestone until all Services and Deliverables required in connection with that Milestone have been fully completed and accepted by the City.
[NOTE: The number of milestone payments and percentages below are examples and can be modified. This may not be applicable with cloud solutions.]

1. $_______________________ shall be paid within thirty (30) days after the later of: (i) receipt by the City of an undisputed
and properly submitted invoice for upon execution of the contract; or $_______________________ shall be paid within
thirty (30) days after the later of: (i) receipt by the City of an undisputed and properly submitted invoice for completion of
Phase 1 of the Project as described in the Scope of Implementation Services (the “Define Phase”); or (ii) acceptance by the
City of all Products, Services and Deliverables required in Phase 1 of the Project;
2. $_______________________ shall be paid within thirty (30) days after the later of: (i) receipt by the City of an undisputed
and properly submitted invoice for completion of Phase 1 of the Project as described in the Scope of Implementation Services
(the “Build Phase”); or (ii) acceptance by the City of all Products, Services and Deliverables required in Phase 1 of the
Project;
3. $_______________________ shall be paid within thirty (30) days after the later of: (i) receipt by the City of an undisputed
and properly submitted invoice for completion of Initial Testing of the Project as described in the Scope of Implementation
Services (the “Testing Phase”); or (ii) acceptance by the City of all Products, Services and Deliverables required in Initial
Testing of the Project;
4. $_______________________ shall be paid within thirty (30) days after the later of: (i) receipt by the City of an undisputed
and properly submitted invoice for completion of Training of the Project as described in the Scope of Implementation
Services (the “Training Phase”); or (ii) acceptance by the City of all Products, Services and Deliverables required in Training
of the Project;
5. $_______________________ shall be paid within thirty (30) days after the later of: (i) receipt by the City of an undisputed
and properly submitted invoice for completion of all tasks ninety (90) days post Go-Live, after all issues resolved, of the
Project as described in the Scope of Implementation Services (the “S-SYSTEM ACCEPTANCE”); or (ii) acceptance by the City
of all Products, Services and Deliverables required in System Acceptance of the Project.


ATTACHMENT G - MAINTENANCE SERVICES
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services(the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.
1.	GENERAL DESCRIPTION OF {---VENDOR REFERENCE NAME---} RESPONSIBILITIES. Beginning on the date of System Acceptance and continuing throughout the term of this Contract (and any renewal period thereof), {---Vendor Reference Name---} shall provide to the City the services specified in the following provisions of this Contract (all of which are collectively referred to in this Contract as the “Maintenance Services”).
2.	PREVENTION AND CORRECTION OF DEFECTS.
2.1.	SYSTEM. {---Vendor Reference Name---} shall respond to and correct all Defects in the System within the time frames set forth in Section 2.15 of this Attachment. {---Vendor Reference Name---} shall further take all actions reasonably necessary to prevent Defects, and to cause the System to reliably and consistently operate in conformance with the Specifications and Requirements.
2.2.	SOFTWARE. Without limiting any of its other obligations under this Contract, {---Vendor Reference Name---} shall correct Defects in the Software within the time frames set forth in Section 2.15 of this Attachment, and take such actions as are necessary to ensure that the Software fully conforms to the Specifications and Requirements. {---Vendor Reference Name---}’s obligations hereunder extend to Third Party Software and Customizations, as well as other Software (including Upgrades and New Versions to Third Party Software and Customizations).
2.4.	HIGHEST INDUSTRY STANDARDS. All work performed by {---Vendor Reference Name---} and/or its subcontractors pursuant to this Contract shall meet the highest industry standards for professional quality and workmanship, and shall be performed by qualified staff using quality products and materials.
[bookmark: OLE_LINK2]2.5.	SOFTWARE NEW RELEASES AND NEW VERSIONS. {---Vendor Reference Name---} shall provide to the City all New Releases and all New Versions to all Software (including Third Party Software) as soon as reasonably possible following their commercial release at no charge beyond the Maintenance Fee. The New Versions and New Releases provided by {---Vendor Reference Name---} to the City will incorporate Customizations at no charge beyond the Maintenance Fee. If requested by the City, {---Vendor Reference Name---} shall install New Releases and New Versions at no charge beyond the Maintenance Fee. All New Releases and New Versions provided to the City under this Contract will become part of the Software, and will be maintained by {---Vendor Reference Name---} under the terms of this Contract.
{---Vendor Reference Name---} will test and certify all New Releases and New Versions before providing them to the City.
Throughout the duration of the Maintenance Services, {---Vendor Reference Name---} will provide compatibility in new versions of {---Vendor Reference Name---}’s Software with the Products that comprise the City’s System.
2.7.	COMPLIANCE WITH LAWS. {---Vendor Reference Name---} will promptly develop and provide at no charge beyond the Maintenance Fee all changes and additions to the Software and the Hardware that are required to achieve compliance with local, state or federal laws, regulations, codes and guidelines (including all changes to such laws, regulations, codes and guidelines). {---Vendor Reference Name---} will develop New Releases as necessary to improve ease of use and correct Defects.
2.8.	TRAINING AND DOCUMENTATION FOR MAJOR UPDATES AND ENHANCEMENTS. {---Vendor Reference Name---} will provide at no charge beyond the Maintenance Fee all training and Documentation that is necessary for the City to fully utilize all major New Releases and New Versions.
2.9.	REPORTING OF DEFECTS. {---Vendor Reference Name---} shall serve as a single source to address all Defects in the System. Notwithstanding the notice provisions contained in this Contract, the City shall be entitled to report Defects to {---Vendor Reference Name---} by telephone, E-mail, or other means, provided that all Defects which require immediate attention shall first be reported by telephone. Notice of Defects need not be in writing, and shall be deemed effective when first received by {---Vendor Reference Name---}. The City shall not be required to follow up in-person, telephone, E-mail or telefax notices of Defects with a hard copy by mail or other means.
2.10.	TELEPHONE SUPPORT. {---Vendor Reference Name---} shall provide toll free “single point of contact” telephone support with respect to the use of the Products and the correction of Defects. Such support will be available from Monday through Friday 7:00 a.m. until 6:00 p.m. Eastern Time (“Regular Business Hours”). During Regular Business Hours, {---Vendor Reference Name---} will provide sufficient, qualified help desk personnel to ensure that City problems are addressed immediately. At all other times, a recording will advise the City representative the appropriate number to call. {---Vendor Reference Name---} will respond to each call within one hour.
2.11.	REMOTE SUPPORT. {---Vendor Reference Name---} shall provide remote diagnostic and repair service to the City with respect to the use of the Products and the correction of Defects, (“Remote Services”). {---Vendor Reference Name---} will make Remote Services available to the City both during Regular business through the help desk, and at other times through {---Vendor Reference Name---} staff who respond to pages. {---Vendor Reference Name---} shall comply with the security measures set forth on in this Attachment regarding remote access, and any other security measures provided by the City in writing from time to time regarding access to the System.
The Remote Services to be provided by {---Vendor Reference Name---} include but are not limited to the following:
· Software diagnostics;
· Database diagnostics;
· CPU monitoring and diagnostics;
· Memory usage and performance monitoring;
· Operating system parameters analysis and diagnostics;
· Remote downloading of software (fixes and features releases); and
· Immediate response to calls.
2.12.	ONSITE SERVICES. {---Vendor Reference Name---} shall provide on-site maintenance and support to the extent necessary to correct any Defect in the Products, or the System, or to carry out any of {---Vendor Reference Name---}’s other obligations under this Contract. There shall be no charge for such on-site services, other than the Maintenance Fees provided in this Contract.
2.13.	CHANGE CONTROL PROCEDURES. In performing remote support and other Maintenance Services, {---Vendor Reference Name---} will comply with the change control procedures established by the City from time to time, provided that the City shall give {---Vendor Reference Name---} notice of such procedures.
2.14.	ACCESS TO FACILITIES AND PERSONNEL. In the event {---Vendor Reference Name---} provides on-site support, the City shall provide {---Vendor Reference Name---} with reasonable access, without charge, to the City’s facilities, appropriate personnel, and any other information reasonably requested by {---Vendor Reference Name---} so as to enable {---Vendor Reference Name---} to provide Services, provided that the City can do so at no significant cost to the City.
2.15.	SEVERITY LEVELS, RESPONSE TIMES AND RESOLUTION TIMES. {---Vendor Reference Name---} will comply with the response times, resolution time and resolution procedures set forth in this Section for each of the priority levels of problems described herein. The City shall assign an initial priority level for each problem reported, either verbally or in writing, based on the conditions described below. {---Vendor Reference Name---} will work with the City to upgrade or reduce the level of a particular problem to a different priority level, if after examining the problem there is reason to do so. Notwithstanding the foregoing, {---Vendor Reference Name---} shall not upgrade or reduce the level of priority of a particular error to a different priority without the City’s consent, which consent may not be unreasonably withheld.
	Priority One
Critical
	Priority One applies if the problem could:
· Prevent the accomplishment of an operational or mission essential function, OR
· Cause loss of data or data corruption, OR
· Jeopardize safety or security

	Response Time
	· Immediately, if the problem is reported during Regular Business Hours
· Within 1 hour of notification if the problem is reported after Regular Business Hours.
· If on-site repair is required, {---Vendor Reference Name---} will be on-site within 2 hours after notification.

	Resolution Time
	Within 12 hours after the problem is first reported by the City.

	Liquidated Damages
	10% of the annual Maintenance Fees paid or payable by the City for each instance where {---Vendor Reference Name---} fails to resolve a Priority One problem within the resolution time specified above. For each 12 hours that a Priority One problem continues after the resolution time specified above, {---Vendor Reference Name---} shall pay additional liquidated damages equal to 10% of the annual Maintenance Fees paid or payable by the City.

	Termination Trigger
	The City may exercise the right to terminate this Contract immediately for default upon written notice to {---Vendor Reference Name---} if a Priority One problem continues in duration for more than 24 hours after it is first reported by the City.



	Priority Two
	Priority Two applies if the problem could:
· Adversely affect (but not prevent) the accomplishment of an operational or mission essential function, and no Workaround is available, OR 
· Adversely affect technical or cost risks to the life cycle support of the System, and no Workaround is available.
Priority Two problems include aborts, but not loss of data or data corruption.

	Response Time
	· Immediately, if the problem is reported during Regular Business Hours
· Within 1 hour of notification if the problem is reported after Regular Business Hours.
· If on-site repair is required, {---Vendor Reference Name---} will be on-site within 2 hours after notification.

	Resolution Time
	Within 48 hours after the problem is first reported to the City

	Liquidated Damages
	10% of the annual Maintenance Fees paid or payable by the City for each instance where {---Vendor Reference Name---} fails to resolve a Priority Two problem within the resolution time specified above. For each 48 hours that a Priority Two problem continues after the resolution time specified above, {---Vendor Reference Name---} shall pay additional liquidated damages equal to 10% of the annual Maintenance Fees paid or payable by the City.

	Termination Trigger
	The City may exercise the right to terminate this Contract immediately for default if a Priority Two problem continues in duration for more than 48 hours after it is first reported by the City.

	
	

	Priority Three
	Priority Three applies if the problem could:
· Adversely affect (but not prevent) the accomplishment of an operational or mission essential function, but a Workaround is available, OR 
· Adversely affect technical or cost risks to the life cycle support of the System, but a Workaround is available.
Priority Three problems do not include aborts or loss of data.

	Response Time
	· Immediately, if the problem is reported during Regular Business Hours.
· Within 8 hours of notification if the problem is reported after normal working hours.

	Resolution Time
	Resolution within 60 days.

	Liquidated Damages
	5% of the annual Maintenance Fees paid or payable by the City for each instance where {---Vendor Reference Name---} fails to resolve a Priority Three problem within the resolution time specified above. For each 20 days that a Priority Three problem continues after the resolution time specified above, {---Vendor Reference Name---} shall pay additional liquidated damages equal to five percent (5%) of the annual maintenance fees paid or payable by the City.

	Termination Trigger
	The City may exercise the right to terminate this Contract if a Priority Three problem continues in duration for 60 or more calendar days after the resolution time specified above.

	Priority Four - Minor
	Any problem related to the System which does not fall within Priority One, Two or Three.

	Response Time
	· Immediately, if the problem is reported during Regular Business Hours.
· Within 2 days of notification if the problem is reported after Regular Business Hours.

	Resolution Time
	Resolution within the next two New Releases.

	Liquidated Damages
	5% of the annual Maintenance Fees paid or payable by the City for each instance where {---Vendor Reference Name---} fails to resolve a Priority Four problem within the resolution time specified above. For each 30 days that a Priority Four problem continues after the resolution time specified above, {---Vendor Reference Name---} shall pay additional liquidated damages equal to 5% of the annual maintenance fees paid or payable by the City.


2.16.	DISASTER RECOVERY. In the event of a disaster, the Services shall be provided to the City and/or a disaster recovery services vendor at the location of the disaster recovery efforts. Upon the occurrence of a disaster, {---Vendor Reference Name---} shall assist the City in performing disaster recovery activities to restore the System to operational service.
2.17.	PHONE LOGS. {---Vendor Reference Name---} will keep detailed records of telephone calls, Remote Services, on-site visits and other information necessary to readily identify the date a problem is reported, a summary of procedures followed by {---Vendor Reference Name---} to correct the problem and any follow up calls relating to such problem. Each month, {---Vendor Reference Name---} will send the City a report containing such information.
2.18.	TECHNICAL RECORDS. {---Vendor Reference Name---} shall produce and maintain during the term of the MASI and for a period of five (5) years thereafter detailed technical records with respect to all Maintenance Services performed under the MASI, including but not limited to engineering notebooks, development commentary, flow charts, logic diagrams and other materials related to the System (the “Technical Records”). {---Vendor Reference Name---} shall provide the City with copies of the Technical Records as requested in writing from time to time by the City.
2.19.	PREVENTIVE MAINTENANCE. {---Vendor Reference Name---} shall take all reasonable actions necessary to prevent Defects, and to cause the System to reliably and consistently operate in conformance with the Specifications and Requirements.
3.	CITY’S RIGHT TO RANDOM AND PERIODIC VALIDATION. Throughout the life of the System, the City shall have the right to, on its own or through any auditor or agent, randomly and periodically perform such tests, verifications or technical validations which the City deems necessary to determine whether the System or the Products are in conformance with the Specifications and Requirements, or to verify the results of any test(s) performed by {---Vendor Reference Name---} or its agents.
4.	ASSURANCE OF CONTINUED MAINTENANCE AND SUPPORT. Without limiting any of {---Vendor Reference Name---}’s other obligations under this Contract, {---Vendor Reference Name---} shall support the immediately preceding version of a Current Release of the Software for at least twenty four (24) months following issuance of such Current Release of the Software, provided that if a Current Release requires the City to incur significant integration costs or significant costs in replacing hardware or software (including operating system software), then {---Vendor Reference Name---} shall support the immediately preceding version for at least forty-eight (48) months following issuance of the Current Release.
5.	SECURITY MEASURES FOR REMOTE ACCESS. {---Vendor Reference Name---} will not allow any person or entity to have remote access to the System other than those individuals whom the City has consented in writing to allow access to (“Authorized Personnel”). {---Vendor Reference Name---} shall take appropriate steps to ensure that all Authorized Personnel who have access to the System shall use such access only for the purpose of correcting Defects in the System or providing New Releases or New Versions to the System. {---Vendor Reference Name---} shall take appropriate steps to ensure that all Authorized Personnel comply with this restriction, including but not limited to having such persons execute a written agreement to that effect.
{---Vendor Reference Name---} will take such steps as are necessary to ensure that only Authorized Personnel have access to the System.
{---Vendor Reference Name---} builds and maintains such “firewalls” as are reasonably necessary to ensure that access to the System is restricted in accordance with this Contract, and that {---Vendor Reference Name---}’s access will not create an opportunity for sabotage or improper use of the System.


attachment h - LICENSE
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.
GRANT OF LICENSE.
1.1.	GRANT OF LICENSE. Subject to the restrictions set forth in Section 1.2 below, {---Vendor Reference Name---} grants to City and the Affiliates a perpetual, nonexclusive, irrevocable, nontransferable, royalty-free license to:
(a)	Use the Software and the Documentation for all purposes set forth or referenced in the Contract or the City’s RFP or {---Vendor Reference Name---}’s Proposal, including but not limited to: (a) the operation and use of the System, (b) internal training and testing, (c) development, (d) disaster recovery, backup, archive and restore testing and implementation purposes and (e) any other purpose related to the above; and
(b)	Allow direct and remote access to the Software and Documentation by an unlimited number of users and departments of: (a) the City; (b) any Affiliate, (c) any other entity to which the City provides services through use of the System; and (d) any other person or entity to which the City needs to allow access in order to provide services to any of the above through the System;
(c)	Modify, improve, enhance, update, integrate and make derivative works of the Software and the Documentation on its own or through a third party; and
(d)	Make as many copies of the Software and Documentation as it desires in support of its authorized use of the Software, provided that said copies shall include {---Vendor Reference Name---}'s or the third party owner’s copyright and other proprietary notices (as the case may be).
1.2.	RESTRICTIONS ON USE. The City shall not use, copy, disclose or distribute the Software except as permitted by this License.
1.3.	THIRD PARTY ACCESS. The City may: (a) allow access to the Software and Documentation by third party contractors to modify, improve, enhance, update, integrate and make derivative works of the Software and the Documentation, and (b) make and provide a copy of the Software and Documentation to third parties to whom the City has outsourced disaster recovery functions, operations of human resources, or Year 2000 testing; provided that such third parties execute an agreement containing provisions substantially similar to those set forth in the Confidentiality Agreement.
2.	DELIVERY, TESTING AND ACCEPTANCE.
2.1.	DELIVERY. {---Vendor Reference Name---} shall cause the Software to be delivered, configured and integrated at the times set forth in Ex the Project Schedule and the Project Plan Attachments. Any breach by {---Vendor Reference Name---} under the Contract shall constitute a breach of this License.
2.2.	ACCEPTANCE. The Software shall not be deemed to have been accepted by the City until System Acceptance has occurred.
2.3.	ENHANCEMENTS AND UPDATES. {---Vendor Reference Name---} shall provide Enhancements and Updates to the City for so long as the Maintenance Services are in effect. Upon delivery to the City, such Enhancements and Updates of {---Vendor Reference Name---} Software and Third Party Software shall be deemed incorporated into and made part of the Company Software or the Third Party Software (as the case may be).
[bookmark: _Hlk39677664]





ATTACHMENT I - SPECIFICATION AND REQUIREMENTS
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.

[Requirements Matrix to be inserted here]























ATTACHMENT J - FEDERAL CONTRACTING TERMS
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern. Unless if indicated to the contrary, these provisions will not apply to {---Vendor Reference Name---} while doing work for Aviation (the Charlotte Douglas International Airport).


1. Debarment and Suspension. {---Vendor Reference Name---} represents and warrants that, as of the Effective Date of the Contract, neither {---Vendor Reference Name---} nor any subcontractor or subconsultant performing work under this Contract (at any tier) is included on the federally debarred bidder’s list listed on the government wide exclusions in the System for Award Management (SAM), in accordance with the OMB guidelines at 2 CFR 180 that implement Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3 CFR part 1989 Comp., p. 235), “Debarment and Suspension.” If at any point during the Contract term {---Vendor Reference Name---} or any subcontractor or subconsultant performing work at any tier is included on the federally debarred bidder’s list, {---Vendor Reference Name---} shall notify the City immediately. The Company’s completed Vendor Debarment Certification is incorporated herein as provided in this Attachment below.
2. Record Retention. {---Vendor Reference Name---} certifies that it will comply with the record retention requirements detailed in 2 CFR § 200.333. {---Vendor Reference Name---} further certifies that it will retain all records as required by 2 CFR § 200.333 for a period of three (3) years after it receives City notice that the City has submitted final expenditure reports or quarterly or annual financial reports, as applicable, and all other pending matters are closed.
3. Procurement of Recovered Materials. {---Vendor Reference Name---} represents and warrants that in its performance under the Contract, {---Vendor Reference Name---} shall comply with section 6002 of the Solid Waste Disposal Act, as amended by the Resource Conservation and Recovery Act. The requirements of Section 6002 include procuring only items designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR Part 247 that contain the highest percentage of recovered materials practicable, consistent with maintaining a satisfactory level of competition, where the purchase price of the item exceeds $10,000 or the value of the quantity acquired during the preceding fiscal year exceeded $10,000; procuring solid waste management services in a manner that maximizes energy and resource recovery; and establishing an affirmative procurement program for procurement of recovered materials identified in the EPA guidelines.
4. Clean Air Act and Federal Water Pollution Control Act. {---Vendor Reference Name---} agrees to comply with all applicable standards, orders or regulations issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q) and the Federal Water Pollution Control Act as amended (33 U.S.C. 1251-1387). Violations must be reported to the Federal awarding agency and the Regional Office of the Environmental Protection Agency (EPA).
5. Energy Efficiency. {---Vendor Reference Name---} certifies that {---Vendor Reference Name---} will be in compliance with mandatory standards and policies relating to energy efficiency which are contained in the state energy conservation plan issued in compliance with the Energy Policy and Conservation Act (Pub. L. 94-163, 89 Stat. 871).
6. Byrd Anti-Lobbying Amendment (31 U.S.C. 1352). {---Vendor Reference Name---} certifies that:
a. No federal appropriated funds have been paid or will be paid, by or on behalf of {---Vendor Reference Name---}, to any person for influencing or attempting to influence an officer or employee of an agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any Federal contract, the making of any Federal grant, the making of any Federal Loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of and Federal contract, grant, loan, or cooperative agreement.
b. If any funds other than federal appropriated funds have been paid or will be paid to any person for making lobbying contacts to an officer or employee of an agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with this federal contract, grant, loan, or cooperative agreement, {---Vendor Reference Name---} shall complete and submit Standard Form—LLL, "Disclosure Form to Report Lobbying," in accordance with its instructions [as amended by "Government wide Guidance for New Restrictions on Lobbying," 61 Fed. Reg. 1413 (1/19/96)].
c. {---Vendor Reference Name---} shall require that the language of this certification be included in the award documents for all subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and cooperative agreements) and that all subrecipients shall certify and disclose accordingly.
d. {---Vendor Reference Name---}’s completed Byrd Anti-Lobbying Certification is incorporated herein as provided in this Attachment below.
7. Contract Work Hours and Safety Standards Act (40 U.S.C. 3701-3708). If the Contract is in excess of $100,000 and involves the employment of mechanics or laborers, {---Vendor Reference Name---} must comply with 40 U.S.C. 3702 and 3704, as supplemented by Department of Labor regulations (29 CFR Part 5). Under 40 U.S.C. 3702 of the Act, {---Vendor Reference Name---} is required to compute the wages of every mechanic and laborer on the basis of a standard work week of forty (40) hours. Work in excess of the standard work week is permissible provided that the worker is compensated at a rate of not less than one and a half times the basic rate of pay for all hours worked in excess of forty (40) hours in the work week. These requirements do not apply to the purchases of supplies or materials or articles ordinarily available on the open market, or purchases of transportation or transmission of intelligence.
8. Right to Inventions. If the federal award is a “funding agreement” under 37 CFR 401.2 and the City wishes to enter into a contract with a small business firm or nonprofit organization regarding the substitution of parties, assignment of performance or experimental, developmental or research work thereunder, the City must comply with 37 CFR Part 401, “Rights to Inventions Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts and Cooperative Agreements,” and any implementing regulations issued by the awarding agency.
9. DHS Seal, Logo, and Flags. {---Vendor Reference Name---} shall not use the Department of Homeland Security (“DHS”) seal(s), logos, crests, or reproductions of flags or likenesses of DHS agency officials without specific FEMA pre-approval.
10. Federal Government Not a Party. The Federal Government is not a party to this Contract and is not subject to any obligations or liabilities to the City, {---Vendor Reference Name---}, or any other party pertaining to any matter resulting from the Contract.
11. Domestic Preferences For Procurements. As appropriate and to the extent consistent with law, the {---Vendor Reference Name---} should, to the greatest extent practicable under the Contract, provide a preference for the purchase, acquisition, or use of goods, products, or materials produced in the united states (including, but not limited to iron, aluminum, steel, cement, and other manufactured products). For the purposes of this clause, (i) "produced in the United States" means, for iron and steel products, that all manufacturing processes, from the initial melting stage through the application of coatings, occurred in the united states, and (ii) "manufactured products" means items and construction materials composed in whole or in part of non-ferrous materials such as aluminum; plastics and polymer-based products such as polyvinyl chloride pipe; aggregates such as concrete; glass, including optical fiber; and lumber.


















ATTACHMENT J.1 – CERTIFICATION REGARDING DEBARMENT, SUSPENSION, AND OTHER RESPONSIBILITY MATTERS
The bidder, contractor, or subcontractor, as appropriate, certifies to the best of its knowledge and belief that neither it nor any of its officers, directors, or managers who will be working under the Contract, or persons or entities holding a greater than (ten percent) 10% equity interest in it (collectively “Principals”): 
1. Are presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from covered transactions by any federal or state department or agency in the United States; 
2. Have within a three-year period preceding this proposal been convicted of or had a civil judgment rendered against them for commission of fraud or a criminal offense in connection with obtaining, attempting to obtain, or performing a public (federal, state, or local) transaction or contract under a public transaction; violation of federal or state anti-trust or procurement statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of records, making false statements, or receiving stolen property; 
3. Are presently indicted for or otherwise criminally or civilly charged by a government entity, (federal, state or local) with commission of any of the offenses enumerated in paragraph 2 of this certification; and 
4. Have within a three-year period preceding this application/proposal had one or more public transactions (federal, state or local) terminated for cause or default. 
I understand that a false statement on this certification may be grounds for rejection of this proposal or termination of the award or in some instances, criminal prosecution. 

· I hereby certify as stated above:


(Print Name)	Signature	


Title	Date
	


· I am unable to certify to one or more the above statements. Attached is my explanation. [Check box if applicable]


(Print Name)	Signature	


Title	Date




ATTACHMENT J.2 – BYRD ANTI-LOBBYING CERTIFICATION
	The undersigned certifies, to the best of his or her knowledge and belief, that:
1. No federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person for influencing or attempting to influence an officer or employee of an agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any federal contract, the making of any federal grant, the making of any federal loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or modification of and Federal contract, grant, loan, or cooperative agreement.
2. If any funds other than federal appropriated funds have been paid or will be paid to any person for making lobbying contacts to an officer or employee of an agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection with this federal contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard Form—LLL, "Disclosure Form to Report Lobbying," in accordance with its instructions [as amended by "Government wide Guidance for New Restrictions on Lobbying," 61 Fed. Reg. 1413 (1/19/96)]. 
3. The undersigned shall require that the language of this certification be included in the award documents for all subawards at all tiers (including all subcontracts, subgrants, and contracts under grants, loans, and cooperative agreements) and that all subrecipients shall certify and disclose accordingly. 
This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into. Submission of this certification is a prerequisite for making or entering into this transaction by 31 U.S.C. § 1352 (as amended by the Lobbying Disclosure Act of 1995). Any person who fails to file the required certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each such failure.
ParentChild + Inc. (the “Company”) certifies or affirms the truthfulness and accuracy of each statement of its certification and disclosure, if any. In addition, the Company understands and agrees that the provisions of 31 U.S.C. A 3801, et seq., apply to this certification and disclosure, if any.

						ParentChild + Inc.
(Print Name)						Company Name


Authorized Signature					Address


Date							City/State/Zip









ATTACHMENT K - CONFIDENTIALITY TERMS

[Vendor Name]
CONTRACT NAME		1
[Vendor Name]
CMPD ALARM REGISTRATION AND MANAGEMENT SERVICES		1
This Attachment is incorporated into the Contract for Services (“Contract”) between the City of Charlotte (“City”) and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment will have the meanings stated in the Contract.

1. “CONFIDENTIAL INFORMATION” means any information, in any medium, whether written, oral or electronic, obtained or accessed in connection with the Contract that is not subject to mandatory disclosure as a public record under North Carolina law, including without limitation the following:
1.1. Trade secrets of the City and its suppliers, contractors and licensors, including software and technical materials.
1.2. Information marked “Confidential” or “Proprietary”.
1.3. Computer security information of the City, including passwords, codes, configurations, security standards and protocols, and other network, device and system security features.
1.4. Building plans of City-owned buildings and structures.
1.5. Plans to prevent or respond to terrorist activity, including vulnerability and risk assessments, potential targets, specific tactics or specific security or emergency procedures, the disclosure of which would jeopardize the safety of government personnel or the general public or the security of any governmental facility, structure or information storage system(s).
1.6. Information contained in the City’s personnel files, as defined by N.C. Gen. Stat. 160A-168 (which includes all information gathered by the City about employees, except information which is a matter of public record under North Carolina law).
1.7. Personal identifying information of individuals, such as social security numbers, bank account numbers, credit and debit card numbers, birth dates, PIN numbers and passwords.
1.8. Billing information of customers maintained in connection with the City providing utility services.
1.9. Attorney / client privileged information disclosed by either party.
1.10. Names and address of individuals who have received a rehabilitation grant to repair their homes.
1.11. Information relating to criminal investigations conducted by the City, and records of criminal intelligence information compiled by the City.
The Confidential Information listed in italics above is “Highly Restricted Information,” which subject to additional restrictions as set forth herein. Confidential Information includes information disclosed prior to execution of this Contract as well as information disclosed after execution.
1. RESTRICTIONS.
1. {---Vendor Reference Name---} shall not copy, modify, enhance, compile or assemble (or reverse compile or disassemble), or reverse engineer Confidential Information, except as authorized by the City in writing.
1. {---Vendor Reference Name---} shall not, directly or indirectly, disclose, divulge, reveal, report or transfer Confidential Information to any third party, other than an agent, subcontractor or vendor of the City or {---Vendor Reference Name---} having a need to know such Confidential Information for purpose of performing work contemplated by written contracts between the City and {---Vendor Reference Name---} , and who has executed a confidentiality agreement containing substantially the same protections set forth herein. Notwithstanding the forgoing, {---Vendor Reference Name---} shall not directly or indirectly, disclose, divulge, reveal, report or transfer Highly Restricted of the other to any third party without the City’s prior written consent.
1. {---Vendor Reference Name---} shall not use any Confidential Information for its own benefit or for the benefit of a third party, except to the extent such use is authorized in writing by the City, or is for the purpose for which such Confidential Information is being disclosed.
1. {---Vendor Reference Name---} shall not remove any proprietary legends or notices, including copyright notices, appearing on or in the Confidential Information.
1. {---Vendor Reference Name---} shall use reasonable efforts to prohibit its employees, vendors, agents and subcontractors from using or disclosing the Confidential Information in a manner not permitted by this Contract.
1. If any demand is made in litigation, arbitration or any other proceeding for disclosure of Confidential Information, {---Vendor Reference Name---} shall immediately notify the City, and will reasonably assist the City’s effort to seek a protective order or other appropriate relief to prevent or restrict any disclosure of Confidential Information.
1. {---Vendor Reference Name---} will restrict employee access to the Confidential Information to those employees who need to know in order to: (a) fulfill {---Vendor Reference Name---}’s contractual obligations to the City, or (b) resolve a dispute with the City. {---Vendor Reference Name---} will have each employee who will have access to the Confidential Information sign a confidentiality agreement including protections substantially identical to those set forth herein.
1. {---Vendor Reference Name---} shall comply with the City’s Restricted Data Policy, a copy of which is posted on the City’s website, and with any instructions or procedures issued by the City from time to time regarding Highly Restricted Information.
1. {---Vendor Reference Name---} shall ensure that each person who obtains access to Confidential Information through {---Vendor Reference Name---} (including but not limited to {---Vendor Reference Name---} ’s employees and subcontractors) has undergone training sufficient to understand his or her responsibilities with respect to this Contract and the City’s Restricted Data Policy.
1. All materials containing Confidential Information shall be returned to the City or destroyed upon satisfaction of the purpose of the disclosure of such information.
1. EXCEPTIONS. {---Vendor Reference Name---} shall have no obligation with respect to Confidential Information that {---Vendor Reference Name---} can establish:
3.1. [bookmark: _Hlk65311171]Was already known to {---Vendor Reference Name---} prior to being disclosed by the City;
3.2. Was or becomes publicly known through no wrongful act of {---Vendor Reference Name---};
3.3. Was rightfully obtained by {---Vendor Reference Name---} from a third party without similar restriction and without breach hereof;
3.4. Was disclosed pursuant to the requirement or request of a governmental agency, which disclosure cannot be made in confidence, provided that, in such instance, {---Vendor Reference Name---} shall first give to the City notice of such requirement or request;
3.5. Was disclosed pursuant to the order of a court of competent jurisdiction or a lawfully issued subpoena, provided that {---Vendor Reference Name---} shall immediately notify the City prior to disclosure, and reasonably assist the City in seeking a protective order providing that this Contract will be applicable to all disclosures under the court order or subpoena.



ATTACHMENT L - CBI FORMS
This Attachment is attached and incorporated into the CMPD Alarm Registration and Management Services (the “Contract") between the City of Charlotte and {---Vendor Legal Name---} (“{---Vendor Reference Name---}”). Capitalized terms not defined in this Attachment shall have the meanings assigned to such terms in the Contract. In the event of a conflict between this Attachment and the terms of the main body of the Contract or any other Attachment or appendix, the terms of this Attachment shall govern.
[CBI forms to be inserted here]
